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The Research of Single Sign-On between
Different Platforms: Linux Integrated to

Windows NT/AD Domain in Mail Service
Abstract

Identity authentication 1is an essential function for various
application systems. With the diversity and complication of the
information technology environment, there comes the need to integrate
different accounts. To optimize the single sign-on infrastructure, National
Land Surveying and Mapping Center (hereafter NLSC) replaced the Sun
One Directory Server with Microsoft Active Directory Server for LDAP
solution in 2009. This significant system change not only affects the user
administration and identity authentication of future system development,
but also impacts some of the running systems.

Most IT organizations choose to deploy Linux at server side for the
advantage of low cost and high stability. However, NLSC’s mail service
did not integrate into single sign-on framework due to different platform
used. Consequently, it is inevitable for Linux platform to identify users
from Windows NT/AD Domain and perform identity authentication. As
the IT framework of the NLSC is similar to that of other counterparts,
single sign-on among different platforms is a common demand of
technical staff.

The research shares NLSC’s approach to single sign-on and analyzes
the features of adopting Windows NT/AD Domain and other LDAP
solutions respectively. In addition, the research compares the differences
between the two mail solutions, Microsoft Exchange Server and Open
Source software, on the premise that AD Domain provides directory
services without extra programming.The result shows that Open Source
solution can perform single sign-on between different platforms, and that
the widely distributed Linux mail services: Postfix (SMTP), Dovecot
(POP3) and Open Web Mail (Web Mail), can plug in the single sign-on
function individually, which proves that Open Source solutions can
ensure institutions not only having multiple choices when developing
systems but also saving cost.
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5L AL ER AR AR 3B 3 SLBRAZ T T HAT IR B M7 0 B E IS e 2
/A fr?%‘é##?&ﬁ%tﬁmi%‘r)‘ A @R o BRA 0 PR A I 3T A
» 3K 1 LDAP B SRBI T M A B > S AR TS K12 45 LDAP B
$% 0 LB E BEEE N B T By ERAF ) AR 25 o 22 SL AT IE A B WU R
ZMWRIER T > BIETRBEIEE -

fr g ifdr A OAD HIBGREAL 0 FAE A AT IR O 48 B A E RS
YRGB ES - BRI D 4 P IR ) AR B AR HRE R 0 UK
B3 B3 2R IR 5 0m X % 25 0 & R Bl 4= & 3m4E A Outlook % #f44
RAE RAE A HEIEER B S BIEW IR R LA AR R A B AT
AN DATHEF X AR XL EHRGE O REEHFREAEEZK
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BATIR IR F B ] 35 o 3 R K30 Fl =69 B 18 £ 4 Outlook % #f 44 $h ik
RE—REBHHRAHLE > Bt A EHBER KR 280 KT
ISMS Bt R0/ EA M EHAGRE EREFEHFYABKS > {2
FHRABBRAERA BTN ARGESFR AINEBE S RE
JEF AT 0 RELA B AE B 69 Bl A= 0k B WO R B R R AR -

REBMMERER Linx F £ ZRBRADR GRS
EGERFARE S AEZFATHEAREGERATE  CRBAD
# Linux F4&4648 £ 57 Windows #4938 B ° AR RI 0 E A Z A7
Windows ¥ F 4 2R KRBT TFHMHII AT EEARE S Y
Bass #h— el AD 48R AR B 34T 0 7 Linux 4F % -F & #H38 AD 483y
R ATIRIE B R PR R T AP LTI A
ENBN— M ARENENERERL B —RREAMN - HEH
FERIBITE—FAFTAZMEE > MA S BHM G @R PR -
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B8~ RRTREDH

EFRBRLEBREFEREGE - FZ AR TRARS FohiB
By BB EABCRERALOERMAES  AGMERE ¢EHH
R B NI A B R B R BEARR T R RS R
FoRBREFELRH SR KPP B ETFERRINRBATHERZX
AR BRI BEAEZHUCRER BHMAEREER (2
AR BHE— HFNZIRIEFHERE LIFEANERETRALA
EEERERRCIBERTER - B—F AL [T RFCHFLEFSR
POREFTE  BEARERATHLX ST A HMERBERN - BoHHR
AR LAMG BRSO ERBRENE —SFAAAEH HTH LA
BERUERAABEDEALN REMRY BITHERE I
AR TAE -

BEERAP LB EMS Vindows fE£ 44 ~ AD @R ENTF
EBERBELSHMHERAES T NEBRKETHBEAMEATR AR
TooOEERAMKAD ARETEARBETE-FA FEAELIH
£ 4 B AT 69 BAGAE A 7 X JE A AR A ARG AE 75 B4R S B 3B B3R
BOATIRT » W ARF 2 H4bey LDAP 7 % -

— ~ & & #4# Exchange A IR %

Exchange 1Rk % AN TG RRESBAETE > RERE
A s BB T 4y A AD 4945 FE 348 A AD 493K IRk AR A
SERWMB@AD L HNEEREE - Z®KE (Cluster)Fo BT
A (High Availabilty)Z24g - HRE EE AL B S ~ TR M
Exchange #4243k 24k:pi2 DR MELHDH RS 44 - U T AR
& Exchange BB EERRE > £ L2 KE 98 £ 5B BITEEF
MEZHZHF(EHRIOLB XTI UBEARATCE T H(L 650 NAFFE
BATE
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Windows 2008 Server 64bits + Exchange ZZ2#k&x + ZEIR A P
i A7 BRI A
19187+19524+1879x650( A)=1260, 061 T

Windows 2008 Server 64bits + Exchange &~ %¥kk + ©¥RHA P
sl BRI (F A AL EIR A P 3R A7 BRI HE )
19187+106346+(1879+961)x650( A)=1971, 533 7T

— ~ #47 Linux ~ Windows £ & F & % &

AP CSHATEHAFRE S Linux & % 0 48 A KR 45 55 # 52
Postfix ~ Dovecot #2484 ik 45 2 SMTP ~ POP3 AR %% ° 4% A B R 45
BB AT ROEBERAREERRER(LE) BB TEAL -
WIEEA X 5E XM FARAEFRGARMMAE - ERELERD
% FERTEMER Linux A4FRRSFE—REFHFRE RKBER
% F 4 (Windows ~ Linux) ¥ & # — A3 4« 328 B AT B 4E A R L
WAL R A2d BT RE IS BT L XAEFT 4T © A shdw
APz R BFALEA BAEH TSNS R R LR EEL
R ER L Outlook Express % POP3 {4+ #k 8% 0 %12 4+ » Linux
% 40 R AR B R A%k Exchange RIIRZE N E AT EH
WebMail » %2B A 4TI E — X B —F A WebMail - 3 A& 5L AR
LR RIBAG TR & BRI MR IEER AT R -

— M E MR AERES R MR ER AR N AR KR
TR A E > %4 R EBEA R A (Total Cost of
Ownership, TCO)(3£) AR LR AT B AT REEEAE
oo IR E S & BEMRERIE > UTHRKAEREA A
BOURBMARAIFZ N AE RSN LA REHE | Nk
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Windows P ¥ 24— MRIEAFW EDEERABRIOERFF > BN
# % Windows 7F £ 4 442t AD HBBMETEFILERRE—%
AN E—BAEMEEFEEET RS Vindows B AT » 3L
Windows &9 AD 43R &R B AR R e9:EHE - T H AMKRE I XL -
AEHFI®RFERS Windows AR BLEHERZEREFTEHE -
HEARE L% RAEH L #8 WSUS &% Windows Update #F#xA 5 &
BomEREAZITRBALAZEERALMBERE R KRB L&
CIRE SNV TR ST T EVESE P SR £ Yo
HEHBREAHHT AT X ADRE FRELA45HE) BHERA
BRI EERB RN ERABREE AR B EBRAREESE
L RAMBKABAET RREFIRTRAANZR(BR &8 L
RE)> Bdt—ALKRAMEE LFYFEE - Linux K H&AR S
B XFERL AT ERARTER —ERATELROFR "2 E
RARAE > B ERARREER TARA B A ATIR AL A 5

NBREFFAFIRE T RAZEF ZNHFE > ELBARS —FHeE
ERALEARARE—IFE  BENETE SRR LT —HIR
AT AR B R4 2H 0 AR S AR BB E B R MG e ¥ & &
CREREEELLHE > CEMEARAARELE  £EZRAM
B> RUBRABEARIALRERIE TS D AETHLRAESL -

)

XM T 0 U3k Exchange Server 1F 2 #4415 Ak 5 ¥138.47 AD
MBS E R R E TN e KXW WebMail zhie - 25 A
o ¥ 7% Exchange RIS 0934 2 W BB B AaTH R8T KA
RGBT REFRE O XA 3 B AR R BORIHR T £ = B ATHE
7 AA A BRA R TR RS -

g

R

- N
—_—

M

LE S LS HITE -G ANER
L A GEATE — HFZ AN —FE 3 — I e AR Active

] A
Directory #8322 #7 Linux £ Ak 5 R4 E F 4R > FAR S WA

S
3}
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TAH#FPEREMEZLERIE(0 iroot) AEREREN Az
—REREERAERERE > P45 —Rd AD @BEEFAR ST
PR 3% F A o FE g A o 4T POP3 W fz B~ SMTP #1212 & 4 Al WebMail
B —w AD B IEARBRTRE > TR E AWM ABENZ B R
B ERETHHAEEANFBEAE —RREH THEKRAE
B BB BB AMREBALRG R —NERFENZIZAL
SHE -GN o

3~ Bt A R A (Total Cost of Ownership, TCO) : & A ¥ — 1T &
s R A HRATE O SPTER AR - /AR - NIFE T
IR~ RABRREBAMN XIZGBERE - T ERRBEHEL RO EEEA
FEARIRBERT > SPE XA [T Ao > AR EH ~ MRS - Kk
FT 2R BIE T RIE N EHE B F 12 00 F IR IR ALA o

(from CNET F % % 4

http://taiwan. cnet. com/enterprise/glossary/term/0, 200006292
1, 2000055216, 00. htm)
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#vwF > Linux ~ Vindows & %+ & &4

# Linux 45) Ak 25 254-2] NT/AD 483k > 4% Linux 42 Ak 2 A3k 5] NT/AD
WBAE R > R B AD IR T IR AR 35 EATIR IR B ABRE o AR
#% Windows MF ¥ A S BWHMAXMFE LA 4% R H B ERA L
AE - PTALLB S B e9E A R R 464589 Linux 2 4% F R R L
B Linux E#ARMGIE B 6 MRIRREMA S > @6 NT/AD @ F K
= P EALR Q)BT T

— ~ Samba Winbind # 4 : Samba & —18 4 SMB/CIFS # & s 42 4
¥ E R D) B FARAS 64 B R 4675 A2 & 77 % > Winbind A& Samba ¥
AR S — AN R Tt - 3 7 Unix Like & 4% BT E4F
# gk RPC »f-vq Falt o & R, 0 44 PAM & NSS #2484 Windows NT/AD 48
BAE A H 45 4w Linux % A 4E A & A7 B 2 4F Linux £ AR 5
L+ &9 R # -Winbind 3t B4 — winbind_idmap. tdb &k} & » 4 2% JE UNIX
Like % %A 4t A &89 UID ~ GID #2 NT SID &9 ¥akpff4 -

= ~PAM (Pluggable Authentication Module) : Linux ff ¥ 4 % Lt
AR - THhiREsie - G REE—F 0 RERmF 0 rARKARE
ZARIEAR B B9 AL > 425 91 PAM B8 6944 %] > H Ak A% 3% 64 4a 3R TAE R
23 PAM & H-AF & PAM #4189~ E B (3] A 8" Linux #2 Windows
BEFEELSHE 0 13-H):

login > PAM /etc/passwd
ftp Passwd 4% 42 / LDAP
mail LDAP # @ / NIS
NIS # / MySQL
/

MySQL # 4

6 ~ PAM # ]~ & B
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B LB T ABRAR 0 F A SAE R PAM B > 2 3 r3g —fE PAM g4 o
18 7T LA3EAR 2 PAM &9 42 X BUR 7R B A9 3238 Mt o AT A SR API 7T 48 g —
1 58 L NT/AD 8 3% 5 3@ & PAM A2 480 3% A 42 A NT/AD 483k 3% 649 B &9 -

= ~ NSS(Name Service Switch) : NSS #% X &4 A% Unix 2 &+ >
FI B 2 s B B R B R R o9 £ 4% % #% (hostname) ~ R4 5] 4
(mail alias) ~ 4 A & & 3% € 7T A NSS LDAP-based = #E > # 2k PAM
HREHREE > RE5& Winbind ARF > 3£ B3E % 469 NSS & A
Winbind &9 NSS & X & > 37T LA4E A& 493k AD 43 a9k 3k -

g ~ Kerberos : Kerberos & — 1B 493 Bx 31 & > & A A0 F 24809 /o
% Hosir(secret-key) » &M P 3RS 69 16 A A2 KR X 2 BR3E
BB > A P sk IR 48 A Kerberos 3 & » 24 > T A @
HEAT T > URBEET RGBS T2 M - g7 Windows Server
2003 &9 AD #% A Kerberos &8 # %] » B sbos A% # 2% & Kerberos 2
1@ Fu AD 7538 o

7 %5~ LDAP ~ Linux Posix ®&3% ~ Samba k3% &9 B 4% (5] A
A " Samba-3 by example:pratical exercise to successful
deployment ;> 5-11) - st &9 LDAP % %% % Linux 3% 439 OpenlLDAP -
1247 7T F Bh F AL ARAE R FIRIE & S Rl i S g B oRayi & - B+ &
¥ Unix % 4tk 98 Fe Samba 2R 30 LDAP % & 4538 7] & 32 B SRk A AR 55
#¢ LDAP #9380 25 4350 Unix % #ubk 5% & oA POSIX 4% 749 244 77 49 - Samba
LRI R IS B A B T4 schema » Samba-3 =T tA A LDAP #4944 3%
R4 47 - Windows #8284% A &tk 5% ~ Windows NT Bféatk3% - Unix 2f
#8Fo Windows NT Zf 48 % Fa] ey mieqg B 2~4€ SID 2] UID &9 1D mz4% & 2o
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Posix Samba
Unix Interface to I' People User ‘\ Samba Interface
LDAP Accounts \\ to LDAP
1 .
Domain
NSS-LDAP People | Member smbd+winbind
Machines
\
Groups Windows ,
\ Groups |/
\ /
Winbind(NSS) Uid/gids SIDs winbind(IDMAP)
LDAP Database

7 : LDAP ~ Linux Posix & %% ~ Samba & %% F &4 Bf 14

8 % Samba Br %1% ¥ F %&£ (3] A A " Samba-3 by
example:pratical exercise to successful deployment ;: 6-10) >
ZERAT Samba-3 AEHMER 5 AEEH(F 58 Fo F o BT )R
o B ¥ %~ Samba 4o f74% A Winbind ~ LDAP ~ NIS & {%#t4 2 %%
EHHE o pbR 89 LDAP % %44 Linux 3% 64 OpenlDAP » K & .o A& A
&y AD B E TN EB A LA NT 4 Domain - BRMEZBETT &
WA Ao & o ARAT 6 # H (8 B Unix 49 UID/GID) -
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NT4

Domain
winbind

Windows smbd
) W2K

A
A 4

Client yy ADS
v A 4 J \—l
NSS PAM || LDAP
3 7'} Samba
v v PDC/BDC
/etc/passwd NIS
/etc/group

B 8 : Samba B 14 ym 4 F

B 9 % Winbind /-~ EB(31A & "Linux $ Windows £ & -F
SHELEFE 0 14-2) 0 B P E~ Winbind EAF & & 3 B ¢ NSS &
A& ~ PAM & X & ~ Winbind #5425 o &4 NSS % 248 ¥ % 218 A
Winbind B > A 418 & F3REME &K E - 2 RKRERITEIE - PAM
R EE Linux & %40y /ete/passwd REALE] I 0 47T LA
NT/AD #8135 & RikIE S EHey 0% > Eate A NI/AD #skikikey B
&9 - Winbind MR# 42 5 R A& & F 80 NSS £2 PAM & X B89 F K » 1A
kA2 o (RPC) #2 NT 483038 > BhRA 3.0 218 hEfE A
LDAP £2 AD /&:i& - AR AR A 4 F oY 3@ B A2 - b4 Winbindd ARF
BAELE—EE T BERE 25 NT/AD 88342 Linux % 4tkit R &)
HEPE 4 Arm ey sif B 30) > DUBRIRIR B M R4S X R — By B
2 o
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JE A A2 X

B REUT Z KRBT
PRI E M 5% % 25
\4 A\ 4
% # glibc % 4 PAN &
v v
Winbind Winbind
NSS & KX & PAM & X &

Winbind
v v
Winbind
BRFs 42 B
\4
NT/AD %833

9 ~ Winbind ZEE##] & B

ARARERHBELFEESE A > XA Linux EMApo A
Windows #83% > LA FIRE AT BEAL S BA Linuk FE X%
BRI IR B Ak 0 o sendmail 2k postfix MEEMAFARE B2 & R
JER > %k Windows FERIAE—M&MERA L ZBERRBEAES AL
] > 7T RL AT 4T - % Linux 244 AR & Av A Windows AD 48
;A o A H Windows AD 483k N 2 4% A # » i 18 Kerberos Am %
91 AD 43 8 FE AR AR B3R 4p A PAM A% 4a 38 478038 > RIME A & B 2K +T L
%38 AD HIRIRIE E AH R BAERAF G IR B N T FE A SRR
A PR H BRSO A S R AT HBER AN AR ETAAE
HREETH % Le)EE B EANRRBERRBAREL EMLEE
TAeBr AR R B A 4 T R SLAAAT o
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- A

AR EREL G LB EANEE BT RATIQF
o o BRI ARATZ AD #9345 B0 00 AL M piT 2 3L Y
Linux R4 i 4t £ 4% - & b4k B A P ik © 48 (Snapshot) ~ % 3% %
=T A M (High Availability) & & & X ZA#(Cluster) ~ BREH AR E
(Distributed Resource Scheduler, DRS) %451 » % B 4 4 %4 & &1z
B BN AEEH o AR Vnware Bt i g # s Cent 0S 5.5 =
st Linux AR S > BT HRRABIHESE T ¢

BB 484 4% lab. gov. tw
Linux *# % #% Mail. lab. gov. tw
AD 43R & 25 AR 55 1P 10.10.10.1
AD 493X B 125 AR 28 4 4% adserver. lab. gov. tw
AD {# A # bR 3% aduser
Wins server(5) AD £ #%) 10.10.10. 1
223% Linux & # o R T IAFIRF
R &4 AD
\ 4 \ 4
2% Linux 4% # & WebMail Bk
&4 AD i
\ 4 \ 4
Linux E # Ao A % & WebMail &
AD 4735, A AD
\ 4 \ 4
3% AR AR A 2% 7% LDAP A 1 49
B & m AR
ZE.

B 10~ A EE
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i E BT &

samba httpd
samba-client mod_perl
samba—common postfix
dovecot
nss pam
pkinit-nss pam_ccreds
nss_ldap pam_krbb
nss_db pam_passwdqc
krbb-auth-dialog pam_pkcs
krbb-11bs pam_smb
krbb-server passwd
krb5-workstation
perl-suidperl WEMR R

perl-Text-Iconv
perl-Authen-Krbb
perl-Authen-Krbb-Admin
perl-Authen-NTLM
perl-Authen-PAM
perl-Authen-Smb

perl-Compress-Z1ib
perl-10-Socket-SSL
perl-10-Z11ib
per1-LDAP
perl-11ibwww—perl
perl-Net-SSLeay

openssl
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192.168.0.184 - vSphere
File  Edit

View Inventory Administration Plug-ins Help

=10l

ﬁ E |E§ Home b g Inwentory D@ Inwentory

mwlr &

G G0k

o [0 192.168.0.184 VM-MAIL
s oS _ E =
@VM-MAIL SUmMary ource Allocation | Performance
(3 ¥M-MEMEERARER it
General Resources
Guest, O.S: Other 2.6 Linux {32-bit) Consumed Host CPL: 56 MHz
M Yersion: B Consumed Host Memary: 1051.00 MB
R 1Pl Active Guest Mermory: 358.00 MB
Memary: 1024 ME Refresh Storage Usage
Memory Overhead: 103,08 MB Provisioned Storage: 109.00 GB
YMware Tacls: Out of date Wot-shared Storage: 36.84 GB
TP Addresses; 192.168.0.1 Wiew all Used Storage: 36.84 GB
DNS Mame: mail.nlsc.gov. bw Datastare - Capacity Free | Last Updat_z
States [ — @ BM_DS4700_80..  836.50GE  367.02GB 2010/9/271
Host: BLADED4. I I
4 »
Ackive Tasks: _I
Metwork | Type |
Commands 2 ¥MNstwork Standard switch network
Shut: Down Guest —
[l suspend
) Restart Guest
e Edit Settings
E8 open Canscle
-
4] | »
Recent Tasks Narme, Target or Status containg: ~ I Clear X
Mame ‘ Target | Skatus Details | Initiated by | Requested Start Ti,., = | Start Time | Completed Time |
@ Acquire CIM service E 192,166,014 @ Completed WRXUSEr 2010/9/29 10:10:45 2010/9j29 10:10:45 Z010/9j29 10:10:45
[ Tasks | otz

11 ~ VM-MAIL #* vsphere Client
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% — 8 ~ Samba Auw A AD 483

# T4 VWindows EM M2 FREZTHBE S MKER S
SMB(Server Message Block)i@zfiph € > #IA L@ HLEZIHE A
%R EP R M KR ™ Samba 4£ Linux X # E % 3, SMB i@ 3% 2 04 &
% i A Vindows #1 Linux E#%69 B R & F » A48 Winbind 4% 48 42
# Samba ¥ 4 — BN P AR ©

— ~Samba 3.0 AR HZXE

% Samba A IE B A 45 £ TAEBE 48 4 #% (workgroup ) & 48 3%
4 %% #k%8 Samba X E 4% smb. conf > BA T % € E AL AL £ W [global |
BERTR—HKETR °

/etc/samba/smb. conf

workgroup = lab
realm = LAB. GOV. TW

BRETFBRIFHIES > 5 5% < Windows ~ Linux 89 F & -

display charset = Bigh
dos charset = CP950

48 B AD 43R L4854 Samba 892 2R & 0 B35 F T X MR
s Windows 48 3&-48 R 3% &

security = ads

password server = adserver.nlsc. gov. tw
wins server = 10.10.10.1

encrypt passwords = yes

netbios_name = mail. lab. gov. tw

Linux #83%&91& A & % B k& /home/1& i & & 4% » 414 AD 483 4E A
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HLBEAITEELERBSME 25285 D REAMABRLH U
REERELE UTREBWAZREBERENRZBSKET £
/home/ #83% & #&/ B $ T 3t LA4E A H MR350 & BIBIEEAE A HIRIE
BEE R MBRL /RN ATER L BREEN -

template homedir = /home/%D/%U
winbind use default domain = yes

winbind offline logon = false

2% % AD 49345 A E PR IEHES] Linux 48 A ZMRIER B4 S o

idmap uid = 10000-20000
idmap gid = 10000-20000

3% winbind HEEFR % 300 % - M 4544 getent passwd |
getent group [Hf > & 4% NT/AD 43ke9{t & istsm —HE 5 - &4
M4 @B K% winbind ¢ &5 EHEDEH > MELSRET
LAY %, B B AR L o

winbind enum users = yes
winbind enum groups = yes

winbind cache time = 300

E R AD WBRE R H UL R T R BANER L > T T AD PRIEE
Shell -

template shell = /bin/bash

AE 2 ELH NT ACLs(Access Control List) &4 %32 -

nt acl support = yes
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= ~ %4 Windows AD #8EibR3E & R
Samba 7 & #7& PAM 32384 A HAL 6 BRFS > T i 4 i PAM 32344
41 ¢y Samba 2% & 0 ¥73% % i@ Winbind #3E4E A HRIE - BAENE -
/etc/pam. d/samba A
2%PAM-1. 0

auth sufficient /lib/security/pam_winbind. so

account sufficient /lib/security/pam_winbind. so

TASKEWER R AG > AR B EFK (Vete/passwd
/etc/group) * & TR F A28 M B eF > #mE A Winbind &
AD 43R B ) LB R T AE R IRABF o

/etc/nsswitch. conf

passwd: files winbind

shadow: files

group: files winbind

A UID g1 GID 28 suE > & % AD dRIEHL Linux AR
R o MR Ao B FE A o) uid ~ gid R & A28 9999 o
/etc/login. defs

UID_MIN 500
UID_MAX 9999
GID_MIN 500
GID_MAX 9999
CREATE_HOME yes

= ~ Linux Server e AD 493
FEHF EAR NIRRT 0 F AT AD EMR A Linux M EF M R 4548
EXiB D 4 EHERLE — @B R RS (Network Time
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Protocol) » 2% & DNS = host 4% Linux E #4540 AD 4934 AR 55 &Y
[P firak > 5 H o —FEAe B0 2 43R BP 7T o

/etc/resolv. conf

Nameserver 10.10.10.1

/etc/hosts

10.10.10.1 adserver. lab. gov. tw

B 7 Windows Server 2003 &9 AD & #¢ A Kerberos #9335 4 4%] > F ik
3448 3% & Kerberos 48 Bf 3% & 4% LA{@ Fo AD /&8 o
/etc/krbb. conf

[libdefaults]

default_realm = ADSERVER. LAB. GOV. TW

LAB. GOV. TW = {
KDC = ADSERVER. NLSC. GOV. TW: 88
admin_server = ADSERVER. LAB. GOV. TW: 749
default_domain = LAB. GOV. TW

}

[domain_realm]
. LAB. GOV. TW = LAB. GOV. TW
LAB. GOV. TW = LAB. GOV. TW

/var/kerberos/krbdkdc/kdc. conf
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[realms]
LAB. GOV. TW = {
Master_key_type = des-cdc-crc
Supported_enctypes = des3-hmac-shal :normal
arcfour-hmac:normal des-hmac-shal:normal
des-cbc-md5:normal des-cbc-crc:normal
des-chc-crc:v4 des—cbc-crc:afs3
}
[kdcdefaul ts]
acl_file = /var/Kerberos/krbbkdc/kadmb. acl
dict_file = /usr/share/dict/word
admin_keytab = /var/Kerberos/krbbkdc/kadmb. keytab

v4_mode = nopreauth

TR A L% E 4% F 3L %) samba & winbind 3t Ao Ak ML ELE) o

¥ service smb restart
¥ service winbind restart
% chkconfig smb on

% chkconfig winbind on

X F# X T 454 A lab. gov. tw 485k > aduser & AD 483k 1% A & -
RE—ARARREPT

% net ads join -U aduser

aduser’ s password :

HTEAD FIIR B AR

# wbinfo ——set-auth-user=aduser

Password:
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—#% Windows 4 M # f& w N 48 5844 R €A K K&y F#2 > {2 Linux
Clients 4 A4 % % & Kerberos #R&B#& (ticket) o 7T F 45 2RI
B3 Kerberos #2869 /83% » BAFZER KR F 2 AR E BT
BRER > FREBLBERT  ZEB/LAETHEFLIRTTT -

# kinit #83kik3ITELAB. GOV. TW

uuing

4% Kerberos #2649 & 3544 > 7T L& Kerberos #7569 Kicket jk & -

# klist

B3R E IR AD MR B A IRAF A SAIRIEE A o

% wbinfo —u ERAF4RMKIE
¥ getent passwd

Active Directory {252 IS = S |
< BEE BTW BAD REW HED | =181
cr B[R XEFIR RE QBB TYEE
E‘@ nlse. gow.tw Sl Computers 792 @it
i & T T | 2
[-(2] Builtin
(&) Co2
43 Computers
E-(&] D2
(28] Domain Controllers
#-(_] ForeignSecurityPrincipals
- 1 =l
E-{& 7
w K
-] MD
(] M1
B (&) M5 |
FH-{&) M6 = vt
il B AR E S EA mail. lab. gov. tw
% 1:[013 % R A AD 49 3%
..
=
% L =) 1A TIC e
5@ P =l ME--007 i
@ P4 =i WMEB-001 ﬁﬂg
-3 Q0 =) }E-002 EfE
=2 ol | | BIME-003 =S
T T - L0 s -

|
12 ~ #%4 AD 493% N = 5%
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Jr e NIRRT AL B B LA T B1AR
|~ E3R B MAMERARE > €132 T H 095835 M4

kinit(v5): Cannot find KDC for requested realm while getting

initial credentials

E

2~ o RN EAHER > FAF 8] T Fla945 2R,

kinit(vb):Preauthentication failed while getting initial

credentials

3~ Administrator B RV 6 45 - @4F 2] T 2] 8945323

kinit(vb):KDC has no support for encryption type while

getting inital credentials.

%) Kerberos & KB H5 T4 B3| L F R -
ﬁn%ﬁﬁ“#&” BIBFf AR £AB1B 5 4 0 F EIREIFTIRE > AT
T 3 &9 8543230,

kinit(vb)Clock skew too great while getting initial

credentials if the time difference i1s more than five minutes

2 ﬁﬁﬂiﬁu/\ Windows #g¥0F > % £ 1% Kerberos & K/&% > €4F3]
T % & 48R,

kinit(vh):Cannot read password while getting initial

credentials

R34 Linux EAHAPTRAE GRS € F ZFRERE K B 8 518
% R B8 RIFI > BPEIRIR T 45 EAEAT 8 0k i o) BN S0 IRAS » A
UEEREMRRABEANTEBGEAERAHERTBHZLE - B
4%,2002) F #1 A — mknthome. awk #2 X35 4 fShtRE 48 A H K B 4%
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BT BEEAR LR EEME > 55T !
#!/bin/awk

BEGIN{

FS=":"
uidmin=10000 ------s24B $2/etc/samba/smb. conf /g% € &Y
uidmax=20000 «----- {# A # uidmin ~ uidmax — %k

if ¢ $3 >= uidmin && $3<= uidmax ){

print "\nmake directory " $6 "\nchown " $3 "." $4 " " $6
system( "mkdir -p " $6 "; chown " $3 "." $4 " " $6)

}

mknthome. awk 45 &% AW % :

¥ getent passwd|awk -f

UL AIREAMERZEFBSHBEARATIT A AD &
BAMEERAE > LABRTHLTMURELARALFHE B4 £t
R EAF R PAM A e LBtk ] 745 A i@ 8RR 7 A5 B3R
R B NA% %8 S 34T pam_mkhomedir. so 2 pam_odd jobmkhomedir. so
BHambEZERAERAECEARES S RANEBHELERAERE
sk L el/etc/skel/ B& A RXE BEMIR > ER T2 B FHILo)

A
B °

session requisite pam_odd job_mkhomedir. so skel=
/etc/skel/ umask=0022
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Z b O AR Linux E# Ao A AD 4838 36 T3] AD 483k 1% A
# > BiEiB AD R E AR B EATIRIE FAHE > BESER H T
RS TER Linux ERNEFEBEABRAEZILZER A&
¥ B B AE
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%= ~ FARBRBES

TFEMF AL ER AT 3@ NP THEA
— ~ SMTP (Simple Mail Transfer Protocol ° #§ 3 #R 1% #5318 A
2 ) B T4 Remote Procedure Call(RPC)#Fw X. 400 &y1%&m
#| > A7 Internet EAv R Bl a9# 4 A REATINE ik - BT T H
TR AR R i T 0 T2 SMTP R & REp ey 1834 >
R B e RE ) -
= ~ POP (Post Office Protocol » #RE@:AHT) : & & "#ik, &
T E A6 18R 2 st A POP R B AR £S04 248 A & s A S04
FHRA TR o R4 POP B0 T > EH TR AL
MR L RBEARPMREEZFARS > POP AIRE & omEE AL
1’55)’%&9“&%% B3 BUAR R G HERE A T4 TREIA P35
B o 3t H AR 5 L MIFRIZ L ER A o
= ~ IMAP(Internet Message Access Protocol ° Internet 3R .8 7B
B E) P RN AGIEEEF X~ AP wBREUA Client/Server
PR E > 82 POP — 492 IMAP 2 E R ARFERFABRZS LHEF
4 RBA PIBRBNARIRE A T AEATE FEA Y FIR 81
POP R Bl a9 & IMAP % % 842 K (Offline) ~ & EA KX (Online) ~ ¥
B i 45 4% X (Disconnected )3 #& #R 44 77 B A &,

R Linux F £ 2 SR A S B 3R E 3@ 2 2 H M4 %
BEM > KARIEA Postfix E44E %A SMTP AR # ~ Dovecot £ 14+4F
2 POP/INAP 421k % + i % 474w % OpenWebMail 24 » SR B48 A &
fe4E A #a4 Outlook Express z #8489 POP3 Client % #k B8 W81z 14
G > 38— 35 & Web Ar @B S AE 4 B4R o JLS o T FER AT LB A]
VOB 5 B DNS IERAZ ~ MX 324 - A 2288 284 ; WebMail 225 &
Web AR ZEABMBRLS MU ELEBEAREREABMGHR T &
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AT HMHRIFERE LS AT > LALRTHHEA
mbox(MailBox) R I AR B &9 1R 48 X - HEX BB ERE A+
AR B —ERIRIEE L QB HAEN TR B4 0  FRR S
TR M AR AT S RN T g AR A 8 3% POP3 & IMAP £ AR 3
IR X S 05 R 815 148 R 233 00 R BRI - B AT K % 3038
ITHRTAZR AR HR A mbox X > MmN EH LM EHFCLRER
& ARG BHAEGAMRSE POP3/IMAP [ 65 B A4 % 69 15 (36 B
4%,2005) -

)

)

SMTP #R 1445 Ak 25 2 POP3/IMAP FI AR 35 W& s JB 3% 48 A B) — &
2484 X > B Ao SMTP #R 44 Ak 25 20 A mbox #& X, » M POP3/IMAP
FIAR %548 A maildir #4& X, > 18 & T 8E A & & 7% 2L POP3/ IMAP Y 43 -
P UA & 15 20 SMTP #1444 45) AR 25 18 A 69 4% R 48 0 4 & 324515 2 POP3/ IMAP
FIRB X EERAR — X - AN EEFTREMAKBIBEENST S
TooBmIEARERESF R FRMEREEL S A R 449 mbox & X
Bpe] o REFE FAr4k A &9 OpenWebMail B A7 2 % 3% mbox # X @ #&
Postfix ~ Dovecot %48 3 #I4% A mbox #& =, °

B RFAE G mbox ETAEAFRAL B A /var/spool/mail B4l 0 —
ik /var/mail 35 /var/spool/mail B4k > BN AFRAE R E 4
AL ) mbox 4% o B T B HE A H 4 5 2 (Quota) 4T E 41 -
B E AR AL R B A AAE PR B AR A S — I me At BLSE - 4 Rk
# % /home/lab/ 1 A # % #% B kW 7% POP3(/IMAP)#% £ > #
/home/mail B &M 724 SMTP #& € (4 4% /var/spool/mail B 4%+ & %
/home A » HA4§/var/mail 24 45% B4R 2 A /home/mail) ; & # &
OpenWebMail 4£ A 8% » OpenWebMail € B A EE A EF B4 T 2
AT E SRR B & B E — &% /home 772 POP3(IMAP) &
WebMail #§ % o 4o sbiATER 540 8% © R 42 H /home B 4kBF 7T -
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TR L& T 0 R AE 5 53 Postfix & Dovecot 2 RR#5 44
AD 43R INFBEAMF] 5 BINAT A RFS 0 B IRAZ T Il PAM s am
8 — A& & » s d (Include system—auth) » T ABBFAE e E
BRIy NN RGN — KRG HREZTF LRZLHBERD
Bty > BAERAFEATSRETUEHERS » &7 L password
WAy ey N B ERRAR R (F) > 2B A H 7 Linux e AD 438y &
7% 5 #7 Dovecot ~ Postfix 45/ 9317 » B B 477 PAM 3034 4109
Dovecot ~ Postfix %@ P ¥#73¥ -

/etc/pam/system—auth AuA

auth sufficient pam_winbind. so use_first_pass

auth sufficient pam_krbb. so use_first_pass

account sufficient pam_winbind. so

account sufficient pam_krbb. so

session sufficient pam_winbind. so

session optional pam_krbb. so

password sufficient pam_winbind. so useauth_ok

password sufficient pam_krbb. so useauth_ok
/etc/pam/dovecot Au A

auth sufficient pam krbd.so no_user_ check

validate

auth sufficient pam winbind. so

account sufficient pam_winbind. so

account sufficient pam_permit. so

session requisite pam_odd job_mkhomedir. so skel=/
etc/skel/ umask=0022
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#x & Dovecot 4B AE#% » #E 3% Dovecot 48 B PAM 32348 4m o

/etc/devecot. conf

passdb pam {

/etc/dovecot-1dap. conf ( BAT#H M A A )
hosts = 10.10.10.1

base = dc=1ab, dc=gov, dc=tw

ldap_version = 3

auth_bind = yes

/etc/pam/smtp. postfix A

auth sufficient pam_winbind. so

account sufficient pam_winbind. so

TR A E 3% E 4% F 7L E) dovecot B postfix BRF e

# service dovecot restart

¥ service postfix restart

%48 A & 24 Outlook2003 % 2 44 kB2 W15 1%
e B TE ) MR A BT -

-

TRE @ th Bk T ey $33

FERET =L i =l
' I HeEirnE RS AR = T s
A AReE -

IR - (BREREERESEREE L - BEEETEEIREEEE -
ImEEERE S {Elkds

SON

13 ~ R4 B0 A8 $25 7E AR
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# =18 ~ OpenWebMail

FEFRABR R WebMail AR 7 EMEE R TEERES T
X XFEMRENERE N @ (o - BINERHAE - TR ATIT 4088 35 )
oh BLBEAZARTHEANAESCR T FeRAENTER &
MR KRG & B o) OpenWebMail B & %48 PAM ~ LDAP ~ % &3 4
RIE#ERHZENRE > TSR -

OpenWebMail % Perl prpist 2z A2 X » EHLBARE Perl
BB > HREZEE 23 suid perl » A £E B PAN BaEsiai
i@ AD #RE AR BETERAFRIEFHONRE » LA H
perl-Authen-PAM &4 > A L&y 445 A RPM 22K - AR5 214+
%+ & CentOS 5.5 ARt 2 B4 RIREERZ K > 12 OpenlebMail &
perl-Authen-PAM £ Cent0S 5.5 XM EMFRRIEL LS LA
AT THRRPNBERE  BEXZTEHAEABKRME  LB—RREK 2 M
RPM -

Z#EE rpm - Uvh [B445 4 ]

Rpm - Uvh openwebmail-2.53-3. 1386. rpm
openwebmail-data-2. 53-3. 1386. rpm

Rpm - Uvh perl-Authen-PAM-0.16-1. 2. el5. rf. 1386. rpm

REBEPIT R B F — R

#/var/www/cgi-bin/openwebmail/openwebmail-tool. pl ——init

— ~ OpenWebMail # &% &

47 OpenWebMail FRZXXZFATEARLAY I AERAL A @ LR %
DHAERMOFR  LARERALXZE  aNERAF A THHAKE
NBEBPET B AT BUR A RN E AR R R M dy AD MR AR E B K
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PHEH > A LDAP Ao @RISR EHBA L > BARNETRE
2EEAL(IMNM) AR EZZEMRRAUANEREFHEORERARE
% MARM A E A 7 OpenWebMail 3 £ 258 45 » LAEE % B H5 R 15
W A AR KXBISMER o B 5 &4 R & R B OpenWlebMail 4% >
EIERERBERGAE AEXERLT A4 OpenVlebMail F/EAF F
WE > THZBHAGTLE S THILATHEBZRL

OpenWebMail ERROR

&k 3 /home/lab/4& A # % %% /mail (No

such file or directory)

BEHBBHELAR BT BERAFLELE —RRAHBEANKL
OpenWebMail € B &M 4 % F B4k /home/lab F B #3738 i fs i &
LR LN AE T BB F B/ ERLME/ BB AL L)
IAERERBNABEAEA nail ~ . openwebmail 2 18 &k & & 48
M4 £ (mail B 4 : mail-trash -~ spam-mail
virus-mail > .openwebmail B4k Fr A B 448 %) - A K% T #
RARBABEL -

/var/www/cgi-bin/openwebmail/openwebmail. conf
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oo fusiifu b fuepugibofuseibugibobuuu i fugubo b bbb g pudi i pug bbb i
# Buttons : EditFroms | EditStationary | POP3Setup |
# ChangePassword | History | Info

enable_editfrombook YES trreeee [ 448 38 5% |

enable stationery NO  trreere [ 48513 4K ]

enable pop3 NO  reererer [ fo 348 )i SR 3R POP3 12 44 |
enable_changepwd 10{0 JENERRRRRREE [ 7u.¥F 48 Openwebmail 3145
B A |

enable_history NO *rererers [ &3 & 305k ]
enable_about NO  +eereeees [BAZ 35 5 3 ]

bbb bbb

# Personal Information

default_language zh TW. Bigh «-eeeee-- EZxY
default_autoreplysubject A% = A&...[Re: $SUBJECT]

bbb

¥ Display Preference

default_iconset Cool3D. Chinese. Traditional
......................................................... [ #5454 ]
default_fontsize lipt e (& FARF AR ]
default_dateformat mm/dd/yyyy --eeee [ B 8K ]
defaul t_hourformat 24 e [12 ~ 24 /)N o4 ]
BB % Bl At

enable_userfolders no +eeee [ R & B 3T E &
enable_calendar no eeee [fT%E ]

enable webdisk no  ereee [ 4 85wk |
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/var/www/cgi-bin/openwebmail/etc/dbm. conf

dbm_ext .db
dbmopen_ext .db
dbmopen_haslock no

% & Apache £ AR 25 T OpenWebMail = CGI B 43 % @ T LAiE 3| 4545
#uk http://hostname/webmail i A OpenWebMail °
/etc/http/conf. d/openwebmail. conf

ScriptAlias

/openwebmail " /var/www/cgi-bin/openwebmail/openwebmail

R BERTL > BRMREMA -

#/var/www/cgi-bin/openwebmail/openwebmail-tool. pl ——init

= ~ huN AD S BRI 5% 5 AR SRR M R

B 7 OpenWebMail & 7%k 7] 48384E A 5 A X & AD 483k & 32 45) Ak
BARmEN T B AL IE PAN REHRH] 0 KT B TR
/etc/pam. d T 2& 32— openwebmail 3W3E44& 4] 0 TN AD @it £ F
B

#%PAM-1. 0
auth sufficient pam_winbind. so
auth required pam_nologin. so

account sufficient pam_winbind. so
session sufficient pam_winbind. so
session include system—-auth

account include system—-auth

auth include system—auth
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72 3 7% p openwebmail &) PAM BRigtk #1148 - 078 B 4T15 B A2 R B
OpenWebMail T83% &4 login #% %] & # ok, &AM B AT E L&Y B a4 0 B
A% auth_unix. pl FWEH A2 A4 A auth_pam. pl -
/var/www/cgi-bin/openwebmail/auth/auth_pam. pl

#a#8#3444% No configuration required from here ####3 838585444

my $servicename = $conf{ servicename  } || "openwebmail";

/var/www/cgi-bin/openwebmail/openwebmail. conf

RAtf R AR AR R R A R R R A R S R R R R R
auth_module auth_pam. pl

WRBCGRAAL  ERAMRIEMA

#/var/www/cgi-bin/openwebmail/openwebmail-tool. pl ——init

=~ A AD S BR F AE UER

OpenWebMail $24t» FA i@ SRehAE > TR AE R £ S0 3 R
— @SR RABRREMARLE B ke THyEHEk AR
JFE# A LDAP EMBFAB N L4 MAZBELAEENT X -
ARG A LA % BRABHESE - OpenWebMail 2 A iR
A% £ A% A /var/www/cgl-bin/openwebmail/etc/addressbooks
/global » B3 X — B HARFE (A FARBABRBRE H)BA
OpenWebMail & 4T/ P i@ AR B IR 43 > S50 Fl @RS Bk
XEB AR R @A AE E A & (Owner )& A 3% B AR
BB > Mail Users 2548 (Group) A SEBAE PR o — AR EBATA
&) Mail Users #F B 7R — BB 4 > {2 FTREPR P B ok &30 3% 47 2% 40 (3
# Linux 8% 1 AA 1 fB2¢4) - A Po A BRIRAFIIRE N S B
AD #93% z Domain User Z#4 » NFA @M T HEARE RS
mailadmin( 2 &8~ A @ MERAE 45 A > SRS E AR 85 L2 3L R
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EREBPT)

g 3a)k 0 7 X-Window(A4714£ A Gnome) F 3% & 4% & JB M ~T EH] 77
BOAD 43k P 248 A BB T AN FE P L A X-Window &
ITRETE TR EHRE L A SRR AD ®@ER 4 - #a
B -

4o F ~ % /var/www/cg1-bin/openwebmail/etc/addressbooks
/global # £ B ey #EA #£(0)% A mailadnin~ #£4a(G)% % domain
users ’ global 4% £ %2 48 OpenWebMail B2k EBrrA ey T
Fla@zse* 0 ARLBEEmA —E X 9 A8 S EFFAT
oy BABE4E A H AR T A5 A 0 223K global #MR*% A 640 R R HE4bE A
FRPGE AR BN - FTEBBEZIXFIH/L TR °

% cd /var/www/cgi-bin/openwebmail/etc/addressbooks/

# chown mailadmin domain users global
# chmod 640 global

¥ global Bt x|
2o | B [ iR | e s |

MEE(O): l mailadmin

L L3

W |mE =
HHG) - [Edomainusers —

e =

HE

e s

W7 [ nEEEELATERSITE

SELinux Context: l& file_t :l

RN : ER200eFNR 2T GE—) 2L 150

14 ~ global #% £# K% T
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w9~ 4 LDAP A0 48 8 B KA ThAE

TR 2% 2% # OpenllebMail Z AN B @ A 4B (E
RAEMRJTEHTCTRE AD @RLIREWTREARE - R B TiE
A B 7 LDAP Ao @ a A EAH AT RIT —RRRES &
BB EG T 24050 & LDAP A 0 484 — KRR A HMRIEEH
X @ AD 3R AR 55303 wh AN LDAP Ao @ Hig — M R & L A
&) $iy NS LDAP A\ 0 4843 AR 35 3% sesseion P #4948 A MRIE B B4
OpenWebMail BN B & -

B AP LDAP A 0 4844 3% 45 Bk B & Apache Tomcat @ #4f A
JSP B Java Bean %473k » AN KR4 T
1 ~ % LDAP Ao 4g#73¢ — 49 B openwebmail Sso. jsSp
2~ B LDAP A\ 0 48 f3) AR 25 3% 14 1845 A 5 12 4% sesseion BATAE A & A
NZ MR 3% A
3~ H3E A OpenWebMail BA49 B openwebmail-main.pl AAEZ R &
#4r loginname ~ password BP T T g B & BN ©

openwebmail_sso. jsp

<Js@page contentType="text/html"%>
<Y@page pageEncoding="UTF-8" %>
<%@ page
import="tw. com. sysview. 1sb. panel. PageGenerator, tw. com. sysv
1ew. 1sb. comm. SessionBean" %>
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4. 01
Transitional//EN"

"http://www. w3. org/TR/html4/1oose. dtd" >
<%

SessionBean bean =

(SessionBean)session. getAttribute("sessionlnfo" );

nn

String userID="";
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String userPW="";
if(bean == null){
response. sendRedirect("http://LDAP A\ 0 48 X 4% % #%
/openwebmail_sso_doublechk. jsp");
}
if(bean != null) {
userID = bean. getAd_id();

userPW = bean. getAd_pwd();
%>

<htmI>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=UTF-8">
<title>Web mail sso</title>
</head>
<body
onload="document. getElementById(’ mform” ). submit()
">
<form id="mform" name="mform"
action="http://OpenWebMail 4 Ak 35 IP
/openwebmail/cgi-bin/openwebmail/openwebmail-main
.pl" method="post">
<{input type="hidden" name="1loginname"
value=" <J%=userD%>" >
<input type="hidden" name="password"
value=" <J%=userPWe>" >
</form>
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</body>

</html>
<%
jelse {
%>
<{script language="javascript" >
alert("Session #8F » FEIHEBEA");
window. opener=null;
window. open(""," _self");
window. close();
</script>
<%
}
%>

EREBMEE EXBRKAATFFFARSE LEEEZAT A% —&
& A B3 oA AD #IRMR IR F A AR R B ZETH N 0 1
A B B 4675 M 5 % 12 & % XOOPS(www. X00ps. org) 28 3% 4 35 » 4 3]
A= H W B ER By SEAT R R AN ~ WA SRR R SRR AT A XM E
HETSHEENZES TEEXF B -
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IRE
¢EH

*HEH
*EBEH
eETHE
@ ISMs &
S HHEY
@ phpLDAPadmin
@ Netquery
@ Geo

= HEER - B3
P —AI ¥ pmEz 2o

AR

OpenWebMail

LA DITIRIRE R E
\Webhail

FA

Openvebhail version 2 53 $RHE?

mmmmmmmmm

15 ~ WebMail B3 49 35

ERAMRZEEBRCERATE ENKHBRH LBRET
FOHAIMEE R 3G G SRR I IE L 401 £ R 1T
a0 B RS B EAT4E A Webmin(www. webmin. com) &g + & #%
R BERERREFRAKBRBEREN X T RBIRE
N B BATRE — B 35 4% FESREAT RIRAL P BT A A L U A 2k

B P3R4 Linux 89 BB AER & ~ 25 - ATEIRAAE &
HANREIFETTABIERHABRESE S ﬁ% R AR A ANELE:
4o Windows F £ A% EBE RO T LR - F=F ERA KN BEY
YEX 3% > Wk — B KRB RFS 4 - 3F % Bﬁﬁﬂ?\ Yo 25 0 B F 3 RS
J& 2 A% (4w : Apache ~ Samba){e % B W F) ks 693 > APk £ @
TG EAF — a4 A F o b T B4R A F374F Linux 8948 A s A I JE

"% % BB RAF &b 478K Vindows ¥ £ AFe Windows(&-F
EOWEEE  EERBFHEL KRB > ENFELERA
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FAAE LB B AT —A&AE A (dw D EPC ~ FAREAE) » o db iy o]
AR BEIIFIREE - #EERTHEE Vindows e918 25 © 15 Eah3%
T30 E A B AT A2 8 TG BURE F R Aok FIA% Fo SUAF © SR
RS P23 O X AR T i AR B 8 0 BIEF T AR RAF LAE
FIERELEMHM > ATEFHIRAEIXHHERABESLF (o AT
INBIAEE) > B RRFAEN E A BF AR A5 8
% ERFRVIREREAOBENTRAKA » E2HEFH#HE Linux &

Ba&ye
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C RPN AR R R A R AL AT 0 £ R RAFE —E A B

FREEHmEy

~ & A Linux #4443 Ak 25 24 Winbind Ae A Windows AD #83% ~ NSS

HATIRIE L #5447 ~ B & Kerberos & 1 47 v % 14 #5 B¢ PAM 22
B AT ERRE  HEASAT O AD @MEREEARE A
Linux #R4F) R B BATIRIRE HRBZLEFE R > ERETATR A
BAH AN -

CBATAP O ASEAS AL A ERIEEHDVFE LT EE 2 2

AD FIRB AR BABESRAEBRARERE » TxE T4 2
FRAD IR EZ & -

~ BEEAR AD SBARRAE 0 R T AR E R A MRIE ~ BRAERERRT o
s BATA Yo AD #RE AR BE X A %A Windows 2003 R2 4%

BhR ~ AR SHRA Samba-3 544 L £ K wBEA AD
FREEFAMBFEARTRESETREBM B H KA
% > Linux )RR B3 T RELJBBLA R 830w dAE o BB IR
Windows AD #4833 Ak 35 85 (4o : Windows 2008 Server R2) » &
72 31 Ji #45) AR 35 TR A B o

~ g7 Samba-4 Roadmap(http://wiki. samba. org/index. php/Samba4)

1340 0 BATBAES P &Y Samba-4 shAE £ 2 0 #2 AD 43R B A AR
BELMES > EFTREREREEFABRIIRA(HE—) -

SRF AR BRI AT R R R T 6 B — R AR FR

R

5 o {2 &7k T 2B Exchange A1 AR %5 £2 AD 483 & 32 AR 5 & &
BT RERM IR RFF A Sh 2 e e (o - B AATEH R B - T4F
TER - @BEEE > ¥ A M= & Exchange Server 2003
E #4789 Outlook 2003 ¥ POP/ IMAP #v 24 & F E5 4445 AR 35 84 L
7).

I

(g

2
A

v

SN

Z Linuxk ¥4 AR S EHELS - ERHILELEABRRY
(Snapshot) ~ %3 & T A M (High Availability) R £ & X 24
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(Cluster) ~ & /& & & & ¥ (Distributed Resource
Scheduler, DRS) ¥ 454 - B TR e S EAMEZRBTH  F R
R BRI BTHRAEBETEESR - S HEEEA TR
IR 3+ R ok Z SR IR R s S oy R AR B T MR B AE B
B & Linux & & o380 0 er 4 AR b e AT 15 A I
RTEFHEK  BABREVHEERZT T HAMRS
(Production) E -

NSRBI F B AD 48138 32 43 iR 35 4 48 A BA R 4545 (Open Source)
R R A E A% Linux) ~ 44 R B (Postfix 223%
SMTP ~ Dovecot %23 POP3 ~ IMAP) & #k %% (OpenWebMail ~ XOOPS)
EHhmAETRE LS EREHEFTANB 6 LAERKRE
ITHGBEERIGTA 2 LyEE B AN RRBEERKEL
MEEMAeT TRFRBEEN Z AT EE WA -

KRR EFELZAEAZF I AR WMEREMBEREETE 2
& 3% 3 (Windows ~ Linux---) sk /e A &tk £33t -F 682 K
(4o @ JAVA S H A4 Web-based J&E Al & &) 6948 A 4303885 > IR
THRAAAFEZ BT FEESEMH -

T~ HAMBR SR AT R ERBEA RATCOR AMmE & B A&
BRIE B RESLRAGKE IR - BT ® F R AR RAR e A 2 B4
BA FREFXEZENHSE AR EENHREMESTF
R ARR * AR A A AR EANTIE > — 2R E e R
HERMBER L EHZEA -
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$#%%8

SAMBA-3 ‘B4 F4L Samba-3 by example:pratical exercise to
successful deployment » John H. Terpstra » < ¥ hr4t

LDAP % #: % 32 LDAP Administration, Carrier > 0" REILLY # hr4t
POSTFIX ##5F 4L > Ralf Hildebrandt ~ Patrick Koetter - <y #
WAL

POSTFIX AR B G K E - £RFE » £ KR A RAE

Linux Mail Server 3 #7E# > B R T > AR H R4 > 2005
Linux 2 Windows 2 F 5 %465 £ RSEARE BB HIRAE
2004

Openwebmail %% &R > ARERAE > TR H AR AL

Windows Server2008 Active Directory Z & ¥ % > # A # > K& H
WAL

HIBT IR

Samba Howto

http://www. samba. org/samba/docs/man/Samba-HOWNT0-Collection/
winbind. html#1d2654004

Active Directory in Linux

http://www. [1nuxmail. info/active-directory-1inux/
SquirrelMail Active Directory/LDAP Addressbook Howto
http://www. [inuxmail. info/squirrelmail-active-directory-Ida
p-addressbook/

Active Directory and Fedora Directory Server Sync Howto
http://www, [1nuxmail. info/ad-fds-sync-howto/

Active Directory Single Sign On

http://www. [1nuxmail. info/active-directory-single-sign-on/
Active Directory and Dovecot PAM Authentication

http://www. [1nuxmail. info/active-directory—-dovecot-pam-auth
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entication/

Active Directory/LDAP Virtual Users for RHEL/CentOS b5
http://www. [1nuxmail. info/postfix-dovecot—-Ildap-centos—5/
Active Directory and Dovecot PAM Authentication

http://www. [inuxmail. info/active-directory—-dovecot-pam-auth
entication/

Active Directory Integration with Samba for RHEL/CentOS b5
http://www. [1nuxmail. info/active-directory-integration-samb
a-centos-5/

Troubleshooting Active Directory and Winbind

http://www. [1nuxmail. info/troubleshooting-active-directory-
centos-5/

Auto Update SquirrelMail Personal Information

http://www., [inuxmail. info/auto-update-squirrelmail-personal
—information/

[ %4 % % ]SambaPDCHLDAP

http://phorum. study-area. org/index. php/topic, 36510. msgl8402
9. html#msg184029

Postfix + Ldap + Active Directory %4

http://phorum. study-area. org/index. php/topic, 14590. 0. htm!/
LDAP + Windows AD + ad4unix

http://ssorc. tw/rewrite. php/read-197. html

A Primer to Active Directory: Microsoft’s System Information

Repository

http://www. enterprisenetworkingplanet. com/netsysm/article. p
hp 2221041

Windows 493k & 32 - =415, 2004

http://www. spps. tp. edu. tw/documents,/memo,/WINDOWSHE 7%B6%B2%E
NI I GE THAESA LGE 75%90%8 6, WINDOWSHE 74B6 5B 2GES 5 IFGE 7HAE A
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LE7%90%86. htm

Windows 493k %3 > 22 &, 2005

http://www2. meps. tp. edu. tw/documents,/memo,/WINDOWSHE 7%B6%BE%
ESBIF GG GE T AESA LGE 7590%86, WINDOWSGE 75B64BEGES S IF S GFGE THAEY

ALGET590%86. htm
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Fték — ~ Sambad Roadmap
From SambaWiki (http://wiki. samba. org/index. php/Samba4)

What 1s Samba 4 meant to accomplish? In simplest terms, Samba
4 1s an ambitious, yet achievable, reworking of the Samba code.

Major features for Samba 4 already include:

. support of the ’Active Directory’ logon and

administration protocols

. new " full coverage’ testsuites

. full NTFS semantics for sharing backends

. Internal LDAP server, with AD semantics

. Internal Kerberos server, including PAC support

. fully asynchronous internals

. flexible process models

. better scalablilty frommicro to very large installations

. new RPC infrastructure (PIDL)

. flexible database architecture (LDB)
. embedded scripting language (ejs)

. generic security subsystem (GENSEC)

over 50% auto-generated code!

One of the goals of Samba4 is to implement an Active Directory
compatible Domain Controller. Andrew Bartlett has written an
excellent thesis on issues involved in developing an AD DC,
which is also a good resource on Samba4’ s development in this
area. The thesis was published on news. samba.org and is
available here (in PDF).
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Contents

. 1 Current Status

. 2 For users

. 3 For developers

. 4 Previous releases
. b Upcoming releases

Current Status

Volker Lendecke has also written an excellent Advances in

Samba4 paper (in PDF), and in May 2005, Tridge gave a Samba4

Progress report and Roadmap. Since that time, we have

implemented an embedded web server, a KDC and made vast

improvements to the embedded LDAP server.

In short, you can join a WinNT, Win2000, WinXP or Win2003 member
server to a Samba4 domain, and i1t will behave much as 1t does

in AD, i1ncluding Kerberos domain logins where applicable.

Samba4 development is moving very rapidly, but there is still
much work to be done. A date has not been set for an official
release, but the current source is available from our Git

repository. To browse the source via a web browser, see Samba4’ s

gitweb pages. For more info on obtaining the sources via a Git

client, see the samba.org devel page.

Samba 4 1s currently not yet in a state where 1t can replace

existing production deployments.
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Andrew Bartlett, Jelmer Vernooij and some other developers

maintain a list of short-term plans and achievements.

For users
. FAQ
. HOWTO

. Fedora DS LDAP backend HOWTO
. Openl.DAP LDAP backend HOWTO
. Smart Card login (to windows clients) HOWTO

. Building Debian packages of Samba 4

For developers

. Development Resources

. Shared Library plans

. Test status
. Gtk+ frontends

. Active Directory plans
. Domain Member plans
. LDAP directory server backend plans

Previous releases

. 4.0. 0-TP1
. 4.0. 0-TP2
. 4. 0. 0-TP3
. 4.0.0-TP4
. 4.0. 0-TP5

. 4. 0. 0alphal
. 4. 0. 0alpha?
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4. 0. 0alpha3

4. 0. 0alpha4d

4. 0. 0alphab

4. 0. 0alphab

4.0. 0alpha7

4. (). 0alpha8
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Mt4% —~ 4 Exchange Server 2003 _E #4785 Outlook
2003 g2 POP/IMAP Fv H 46 & FEH AR B ey b

RAE B HR - 2004 - 8 A 13 B

MEEWBEEERAT REE TRAEASBAHFRERTHE ERH
4209/ & - 854 Microsoft Office Outlook 2003 ~ POP ~ IMAP # K
WEFEHUFRE IR ZGIIEZR » ARG EBEE R A
(TCO) Mefk > B E A BMATZHMMBPR AT HNERT AR
5 o

Outlook 2003

Outlook 2003 %i%:® "3R8 &M X4 RN &, (Messaging
Application Programming Interface > MAPl) Az A F K #1
Exchange Server 2003 #Fi@ ey A P 35 dkgd - MAPI 42 Y Fayin 6
BB AN E > A>T FH A E AR I B - £ ZH
() B~ REAFE - T - BERREMEE - AR TN R FRMu
%3 -

Outlook % #% Exchange {Z 4 e fz4 Lgksr 78 A 7 Outlook
2003 #1 Exchange 2003 #9454 > Outlook 12 ZAE4LE| T AL iE
K2 FAE 1% %k A R k12 sk ke o Exchange 4% Bh 8] F 88543
WE B LRT TR F RSB E ORI RS A
AR A AN B B3 e eT JE M R A e M - Outlook 7%
RELZOWHEFEER P3m > &2 XA BT ¢

o LB X BAT

o %1% Microsoft Office Live Communications Server 2003
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# Microsoft Office Live Meeting 4 A B3R 8 (Instant
Messaging > IM) H o 4T € 3%

« /8 F Microsoft Windows SharePoint Services #1
Microsoft SharePoint Portal Server > 4% & FH /ML
M BEERA TEEAE A

Outlook +#nftiz#%%] Exchange MASMEGFEIARE @ thdo B AT X354y

« HEHMBAWE > F 3 IR (Post Office Protocol 3> POP3)
o WEREBIAEGFREMWE > F 4 )R (Internet Message
Access Protocol 4 - IMAP4)

« MSN Hotmail #4588 RIRAR L/ A X FEEH W E
(Distributed Authoring and Versioning/Hypertext Transfer
Protocol » DAV/HTTP)

o 55 TR E AW (Simple Mail Transfer Protocol °
SMTP)

POP/IMAP
A POP A& Aol IMAP A s#teymri € HEASFRAEMEA
R EEMEREIAZEMHOERERS -

« POP tyzxst amt R38R g ERIZ - 5 T POP > EFH
PRERE BT A B AR 3 A5 B Ak ey POP A P o o B E N
WEERE MY TELREEREG T -

o« IMAP rtidrub > R{EBEsR LR Loy 4700 {281 POP A48
Fleg & IMAP R4BtEpbah i FIVE £ ohmt » R R B2 LA 4
Hef2 > TARRBEALIE o

Exchange 774 M3 JE Outlook &9/ Pawey k4% » 2 A W@ B B E B
AP %k -
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o X FAZwEZ (Hypertext Markup Language » HTML) :
Outlook Web Access

o B4z6y HIML (Compressed HTML > CHTML) : Outlook Mobile
Access

o mup AKX AN E (Wireless Application

Protocol » WAP) 2.0 : Outlook Mobile Access

Exchange #.2 1A Microsoft Windows & R # ey 78 % R R
RIE X% > POP 1 IMAP a9y LRI % B8P RS B A
AR XIZIZLRA A3 o Exchange W4# POP g2 IMAP & %3% -
4o Outlook Express o

HAe) POP g2 IMAP & F#04 A 4h3xst ey B 698 JF Ldw b T
R YENMEMERES > MAHNK S HeEEnT > £5 8K
FHORMERRTY  FRUFARGCOUTOHRFRARBEIX
W ERE 0 BLRA XA ETHMHRFRAFE -

Bl > R E g A Outlook #ELE-F 447 AR % M IF
Exchange » m B E &2 adifz > ke E 2 —BENGHLZERZ
A HBE & POP 2 IMAP K Z#Ee9FIAR S sk Zasks
A Outlook f% POP/IMAP 1%#r:ZA HE42 @ A F & Outlook
BERSUEBEEA POP/IMAP Rt 22 A8 1T/A8

hEb A —ub > TR % OQutlook 48 F /hSRiEIEBeF » G35 T ¢

o WhthHBE - BN 2R IEIE Outlook WIRE A - FHik

ZE IR 4GEALBER SRR AT RS
# Outlook #2 Exchange —#Ae{f A Y8856 > TR ARIER A

EFHHME » LAY THW AL BRI 0
HEBE BB AMTAE -
e BAHAREMAIN c N B EBEERZ AW E Outlook
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o B RBRBEHEEIAE— 5 Microsoft #ATayE
R A2 KRB B8 B # A #7138 £ Outlook » 240 Research
InMotion Limited (RIM) £ @m#kgg A%~ M4 EE (CRMD
WA — T AE & % TH R 3 S AR SN ey AR MR R -

c B HBMBRIERA - LERTRTAZRIGA P T
Bz (CAL) #2 %3 A ° Outlook CAL &9 4|2 rE
Exchange CAL m %k » 4845 Exchange #%# 546452 > A F
BAINARA ©

s BAHXAHMEMRE - ALARZSEHAEZN > Hd
Oracle Collaboration Suite > & &A% &9 APl 4248 LAE4T
HeAZ o W THHE 0 L THREEEETBEAT RE
R 6 R A BAF BRI RE o BN aME A e TR R
8 A 15 3L E FEAF RIERFIR B B9 ﬁ%*’w)lﬁ‘%ﬂ—r T REF H 4
HZ RS AT BN B IR A B

f m:l
—
Calendar Connector —
Calendar
~ Giore

Microsoft
Qutlook

SI0EaUWGTy

POPR/IMAP
SMTF

W —  ShepaEdk E E A

R 0 Outlook 23 B A BB ELFNRILTAMLIFA » £ RHE
KT > @8R Outlook 1% A & HRAFAEFIR— 18 E F 24 KAekt
ZERE AN S o 4o 0 ¢ IBM Lotus Notes/Domino & -F# 4 4
%384 £ Exchange &9 ¥ 44k > Tl A Outlook Notes
Connector for Domino Server » LA} 85 —#&4E A £ #4522 Outlook
1& A &A@ R
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~ ) ke XM
Samba-3 %% & A

ANEAE TR,
1 ~ 22# Samba 3.0

2 ~ 4% Samba ) Bk 25 Au A% #: Active Dirctionary(BATF fE4% AD) #4835k
TS gu 43k ¢ lab. gov. tw ~ AD 483k E A AR 35 ¢ deserver. lab. gov. tw

3 ~ 1& Samba 4] AR % ¥T LA %) 24 #k AD 483548 B & 0 3t 3% i@ Windows AD Server i
ITHEBRIEEHAE  ERE—FAN

~ HEIBAE A 7 Samba FIR BN A A BAZEFER K > FRALTARIKRE

5%§ﬁ§§
A E3EAETHE A Webmin & mREE

1. Samba 3.0 % =&
%4 Windows AD 48RRI & 3R
3. Linux Server Au AD 43k

4. VWebmin %€

4-1 Windows 49 %18

4-2 Winbind Options

4-3 Samba %1 fE4E

4-4 Kerberosb Configuration
4-5 % & PAM %38
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1. Samba 3.0 %<

/etc/samba/smb. conf

[global ]

workgroup = LAB

realm = LAB. GOV. TW

netbios name = linux_Test

server string = Linux Test Samba Server
display charset = Bigh

dos charset = CP950

unix charset = Bigb

security = ads

password server = adserver. lab. gov. tw
encrypt passwords = yes

wins server = 10.10.10.1

idmap uid = 10000-20000

idmap gid = 10000-20000

winbind enum users = yes

winbind enum groups = yes

template shell = /bin/bash

winbind use default domain = yes
template homedir = /home/%D/%U

nt acl support = yes
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2. %A Vindows AD #93%ME3E T M

1 ~ PAM 2735 4% 40 49 Samba 3% €
/etc/pam. d/samba

#%PAM-1. 0

auth required pam_nologin. so

auth sufficient /lib/security/pam_winbind. so
auth required pam_stack. so service=system-auth
account sufficient /lib/security/pam_winbind. so
account required pam_stack. so service=system-auth
session required pam_stack. so service=system-auth
password required pam_stack. so service=system-auth

2~ #mig NSS % EA4%
/etc/nsswitch. conf
passwd: files winbind
shadow: files
group: files winbind

3~ A UID # GID 8% > # % AD PRITH Linux AMIRIEE R
/etc/login. defs
UID_MIN 500
UID_MAX 9999

GID_MIN 500
GID_MAX 9999
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3. Linux Server e AD 483

1 ~2%% DNS & hots
/etc/resolv. conf
nameserver 10.10.10.1
K
/etc/hosts
10.10.10. 1 adserver. lab. gov. tw lab. gov. tw
REEu P —#E4 B3P nlsc. gov. tw 4B o

2 ~ 52 Kerberos
/etc/krbb. conf
[libdefaults]
default_realm = ADSERVER. NLSC. LAB. TW

[realms]

LAB. GOV. TVW = {
KDC = ADSERVER. NLSC. GOV. TW: 88
admin_server = ADSERVER. NLSC. GOV. TW: 749
default_domain = LAB. GOV. TW

}

[domain realm]
. LAB. GOV. TW = LAB. GOV. TW
LAB. GOV. TW = LAB. GOV. TW

/var/kerberos/krb5kdc/kdc. conf
[realms]
LAB. GOV. TW = {

Master_key_type = des-cdc-crc
Supported_enctypes = des3-hmac-shal :normal
arcfour-hmac:normal des-hmac-shal :normal
des-cbc-md5:normal  des-cbc-crc:normal
des-cbc-crc:v4 des-cbc-crc:afs3

}

3~ EHELE samba A winbind
# service smb restart
# service winbind restart
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R FH B E)
# chkconfig smb on
# chkconfig winbind on

4 ~ sm lab. gov. tw 483K
# net ads join -U aduser < aduser 2 48Pk %E
aduser’ s password :

b DC FdereyiE A
# wbinfo —set-auth-user=aduser
Password:

6 ~ Rk 4y

% kinit #93%b&3%RONLSC.GOV.TW < 4Bk zaMEARE

BB EGREPTLERTFEL

AD X% Linux X4 R EFM ARG/ 2885 54 < SEIHRESH L
o X E o

T~ ARXEER AD MRIEE IR
% wbinfo -u
K
# getent passwd

S~ BHAAMEAE KRB
mknthome. awk #2 X35 2 A5 34k A5 K B 8B 3% € B 8kEA H 9/ E 2
(342 A PAM Wz 42 pam_mkhomedir. so~pam_odd jobmkhomedir. so #{#
REBENRI% 8 8 E L KBS
% getent passwd|awk —f mknthome. awk
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mkhomedir. awk #2 X 25 :

#!/bin/awk

BEGIN{
FS=H : A\l

uidmin=10000
uidmax=20000
}

{
if ( $3 >=uidmin && $3<= uidmax ){
print "\nmake directory " $6 "\nchown " $3 "." $4 " " $6
system( "mkdir -p " $6 "; chown " $3 "." $4 " " $6)
}
}

76



4. VWebmin %%

1 ~ Webmin % 18] SideBar /& B 43 AR B 3% 3R
E43) AR %5

Apache %R Ak 3
Dovecot IMAP/POP3 43 Ak 25
MySQL &4 & 4] Ak 25
Postfix #af&

SSH Server

Samba REG1E R F

2 ~ Vebmin A& B Samba RE# F 5 ¥

A% 48 48 AE Samba %% & 32 4 F 4
Samba pr A 3.0.33-3.28.elb

Select all. | Invert selection. | ¥3gi5EHA | WP RMEER | ¥y

AH | EEAANER

I homes P F & H Z IR B 5 FiR Ciufg A& TR/ 5
[T printers VR Fi A C4uid A 7T 7 Ep 3

Select all. | Invert selection. | ¥ 345 E LM | ¥gepAMER | ¥y
A | EEAANRL

Delete
Selected Shares
PIRHE
- _ : =
el g ‘él ~
Unix #9493 Windows #9%%- B Windows #| Unix

3| Ep
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K 2 2 Y;a

MFREIR Winbind Options 5% &M A% EPARMERATEXR
AddTyp
Llias
SetH

Edit Config File

Samba 4% A &

& @ g

#%8 Samba /8 A £ A0 B 7% 34 Unix {8 £ %) samba %% Unix #= Samba {#

18 A& A% 8 %EF
) a @3
73 Fu 45 28 Samba Zf 41
48 & Unix #v Samba ## Bind to Domain
WA EEL

BT R S EEHAEEANAITE samba BT © B4
EEMAB LA - Ba& PEAA RIS 0928 0 A7
R REAB R FEATARIAR R ELESF | n4ER
Samba B &) & #73g A A REAE £

& ¥ B &) Samba 43 Ak %

¥BT#saf 2 S LM EAPATH samba RFs 0 &€ 5% %

4% ik Sambafa] Ak %
FETB AR ARG RIRE ERF -
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4-1 VWindows #3%%i%I§
14k 3) Windows #83&:%17

IHEm i e i | LAB. GOV. TW

. 10.10.10. 1
Cognvnsamz B grmoms E
AR AR — 18

WINS # X

AmREkx L A % i Nome [« I Samba Server Version %v

1 AR B %
ARBLHE | e |
BRH AR
:ﬁ%’imﬁ I j ﬁ‘ﬂﬁﬁ' %lobal
B $REERE 7% B printers
= e
o B A & Y
Winpopup 4 ERES ITO
53 | & VR R
EX L A
X SN | (s | - E = C 5
2 I Active directory j g%ﬁ“ﬁ Im
BWELEE .
= E szwr B rass. ..
IP 3batk B TERE (T#)

%ﬁl

© mE AAABFE
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4-2 VWinbind Options

A4a k3|

Winbind Options

Enable Winbind

Trust domain

for local E = B %
server users?
accounts?
Disallow listing E » Disallow listing
b &
of users? of groups?
Kerberos realm on Seconds to cache

| LAB. GOV, TW
domain server

user details for

Range of UIDs for
Windows users

LDAP backend for [ A%

| 10000-20000

Range of GIDs for
Windows groups

£ O

7

E = E

7

300

&

&

|1omm—mm00

account mapping

C |

%H%l

“ w3 L£ABEBEFE
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4-3 Samba 4 f&#%

/etc/samba/smb. conf

#

[global ]
#—authconfig--start-line—-

Global Settings

¥ Generated by authconfig on 2010/05/31 09:22:36
# DO NOT EDIT THIS SECTION (delimited by --start-line--/--end-line—-)
# Any modification may be deleted or altered by authconfig in future

workgroup = LAB. GOV. TW
password server = 10.10.10.1
wins server = 10.10.10.1
realm = LAB. GOV. TW

security = ads

display charset = Bigbh
dos charset = CP950
unix charset = Bigb

encrypt passwords = yes

1dmap uid = 10000-20000

1dmap gid = 10000-20000

template shell = /bin/bash
winbind use default domain = yes
winbind offline logon = false
winbind enum users = yes

winbind enum groups = yes
template homedir = /home/%D/%U
nt acl support = yes
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4-4 Kerberosb Configuration

1 ~ Webmin 4 48 SideBar & B 493 3% 15
=

Eap2S

Bandwidth Monitoring

Kerberosb

2 ~ Webmin 4 ) i 32, Kerberosb Configuration

A2 4 48 RE Kerberosb Configuration ¥ F
Default log file I /var/log/krb51ibs. log
KDC log file | /var/log/krbbkde. log

Admin server log file I /var/log/kadmind. log

Realm | LAB. GOV. TW
Domain name I.labgovtw
Default domain name | LAB. GOV. TV

Use DNS to lookup KDC E = E %

KDC I adserver. nlsc. gov. tw . I 88

Admin server I adserver. nlsc. gov. tw . I 749

Update Configuration
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4-5 #% % PAM ##&
1 ~ # Webmin £ SideBar /& B[ & % ——PAM 3332 ]

Bz 4
Log File Rotation
MIME Type Programs
PAM &3
SysV % #pi %) 4a s

2 ~ Webmin 4 4] 384 [PAM % 473238 B HR#% & samba
A 4 48 RE PAM % #5323 W FE 4

g PAM 5 AR 7R B

reboot AHGEMEAK

remote

run_init

runuser Run command as user

runuser-1 Run command as user (with login)
sabayon

samba Samba Windows #% % 13 AR %5

3~ B3R R BA L 5 B~ Account #E 35 B 3 4 %) #7325 55 4 pam_winbind. so (&

&3



#uy (& RBIERES SR R H))

| HIAPAMEEAR
PAM{SZI R H
B samba (Samba WindowstE = iBLE)
PAMEEEH pam_winbind.so
EREEHRER B
2B R 4R FERSHT (B3 ot E FE A 2 T -]
BHEE [
= AT

« [EE PAMEEREE | B REEFIE

4~ BERRBE B ~ Account AERFER > BRI F S EL

pam_odd jobd_mkhomedir.so (2 &89 (£ FHRELRFIANER)) » HHEH
skel=/etc/skel/ umask=0022

s AIAPAMEEAR
PAME Z3ZE
AN samba (Samba Windows$E 22/ fEE)
PAMIE 2 pam_oddjob_mkhomedir.so
TEFEEEHEEH Sessiongt
=S E | A (B (R ER st RRF T B ST j
Hi g |skel=.-'iah:-‘ske].-’ urnask=0022
AT

« [EE PAMEEEEE | B EHEFIE

5-RELHNE

84



| AP AM AR &

EH A samba
£ Samba Windows{EsEEREEE
Configuration file Fetc/pam. dfsamba

=

PAMEL! st RBER o .
par_nologin. 5o W& etc/nologintE3E FREERRT +
pam_winbind.so SESTHY +

+

Include service svstem-anth

ARG || e limit 5o GEEEIRRR) | Addinchuded service |

(]

*ﬁ

PAMEIH #m 2B

L)

pam_winbind.so SRy +
Include service system-anth T+

S HaA: || o _limits.so R EIRIRR) | Addincduded service |
@l
PAMETH ik LML o2

= kelf

par_oddjob_mkhomedir.so EAERT Etneallsizgfuszf +
pam_winbind.so SESIRT +4+
Include service svstem-anth +

S RaA: || o limis.so R SRR | Addincduded service |

=

PAMEIH] £ 1 3 2By RER 28

Include service svstem-anth

B | [ rom Tt so GEEERRED > Add included service |
MEFAMBETSE E |

« =F RETE

=g




Postfix ~ Dovecot IR BLE%EH

AT AT 2 BRAT JE 58 72 Ak, Samba-3 22 3% A R4

€A% Linux AR % &5 ho A AD 483K > 36832 T d Winbind « PAM #hl 52 A (4850
e 18 A BT 2 M B BB B AR 3B ~ 2 A DNS I RO AR MY 3 4 3%
o T RATE AR B 2 3R

TEERE AR S C mail. lab. gov. tw ~ #935%  lab. gov. tw

REB TR

1 ~ %2 & Postfix 424 SMTP A% ~ Dovecot #24% POP3 AR751E & #R4H 43 AR 55
2~ % 1% Windows AD Server #47T#RMEIEEEIVE » ERE—FA

A EFEETHER Webmin T ARZEZE

1. Postfix & &

-1 — xR

1-2 SMTP 45) Ak 25 38

1-3 SMTP Authentication And Encryption

1-4 %€ PAM 2&2%

2. Devecot &

2-1 4838 BGE M T
2-2 AE A E A ENEIR
2-3 Mail #E% T
2-4 SSL %%

2-5 % T PAM 3238

3. WA AR R A
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1. Postfix#% &

1 ~ Webmin A 1] SideBar /& B4 Ak 35 % 38

5 43) AR 23

Apache #8 & 13) Ak 35
Dovecot IMAP/POP3 43 Ak 2%
LDAP Server
MySQL & s} B 42 Ak 23
Postfix #af&

>¥

2 ~ Webmin A4 1] & 37, Postfix #4442 R,

FEA. .. Postfix #4442 R ¥ F
A2 48 48 RE Postfix version 2. 3.3
— &R IR frak & 8 ik K R4 7] 4 EEHBEL
i Bk 48 3% 1584 & FEIREAHE L Header Checks
o 4 &
Body Checks BCC Mapping AR M YR 3% — % BRI
SMTP AR EFEHE SMTP % P 3% IR SMTP SMTP Client

Authentication Restrictions
And Encryption

. y K

E R R 448 o AE Server Mail Queue

}
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Processes 0 messages

S Y4

Configuration £ A H15 4
Check Edit Config
Files

# T B4 45 Postfix #A4FAARE. BAF EHE A
1k Po§tfix| BFZHML RN ERE, TEBILEEPmAEELSLA
AR AR B YR E IR
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1-1 —&8R

#a kil

50 88 —f&iE IR
KA R o) — ARiEIR
%%ﬂ#%ﬁﬁ o o
{i% Q(J ?}gjié‘f(‘ /fim i*%z ﬁé‘ {i)’:ﬁ ?E]iékz %‘Fé’

C |
%%%ﬂ#%[: [

= I $myhostname, localhost. $mydomain, localhost
% E 3R AR

E 27 E
postmaster A I
1B 4% 3R
H b — Az %18
U % S EER A . > I
IEES AHEE
%mma%ﬁﬁ o
T
bt
%32 % Ruyiy | 18000s AR EH [ hash
B AL T 485
R AR | sntp BE ey [ doublebounce
FEAE F A H AL nk
P B&TE | ! 751 B 4T [ deferred defer
&F B 4r¥ B B &k 6989 5

& 4 4%
WA AZEE | 50 REAkE o
B 5 K 3 B T T3 Bl P
$#eH O

Bl H A0 4
%A@ oS A
P93¢ IPC [ 100s s Agar [ 3600s
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P ik H7 18 o) B
sk e P B8R (i
Fial
4k & B R | Postlix HHA H | postlix
T EM L | 239
BRR A
ST —ERR | 100s HHERATE | 100
HERAOESF 2 44 5k K AR
B el BER
B A % E .. o
W P s A% ME (8 A&%KRE)
4 C |
B AR ]S E .. o
42 4 B4 A faxE (& A &)

C |
R Mk 4 B o e

THEAM (A e e

C |
Automatic
local I Same IP subnet ll
networks
SO EE BHEME o
Eidke, LR TA%fA 52 % 3 4o, A%
B . ol €288 O]

...

X S i ] o RRBHE
FiEke, HIE A% /A 59 %38 4o, A%k
Bk, O | a0 |
ﬁﬁﬁ:ﬁ‘: 7| B 4% I /var/spool/postfix
gErsEn | oid eV
sk, MAEMT a8 5Bk
7| B 4% &
FH A HE E o
sk fakfa (B

C|

90



L FAE A L
E - E
HEMMEZS 3

F RS Im

FHEBHR

Ax R B e
Email
[
content None
filter EI

i

B AR
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1-2 SMTP 4R % %8

k3l

SMTP 45) Ak 28

SMTP #k i
G

U % 0%
LE R KR
WA AL
B
SMTP 4%:%
B &) A B
B el
LRSS
B P
$EFRTR
HELO & s
26
] ETRN
EER
...
# 4 HELO
A em®
|
WEH A
hk 84 TR 4]

W AL
hE &Y PR

A E
&9 MR

#HEZI

SMTP 13 Ak 25 3% 3R
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£ TR

TAaR
i | SMTP Ready

1000 BPA SMTP VRFY 54 ;
I E ;BE E §
I 300s % 4xx/5xx é’%?ﬁ@l Is
JE AT B 367 B B )
| 10 MBesansgste [ 20
0 AFARBAE R B -

CLE 5 C . E ;
E 4
C |
E mx
C |
E
C |
E s
O I permit_mynetworks reject_unauth_destination
O
C |
| 554 ERBREMLHY [ 0



&) SMTP
PR & ©

RBL #83% | 554
&Y

SMTP 42 Ak
BEE

grva [0
& SMTP
IR 235 =

1E 4 K 4o | 450
P

SMTP 42 Ak
SEE

A A A

i

SMTP 4] Ak 5 & /&

EREP ey MNP £ | 554
AR 35 =

I6 4B k& 4o 4@k ey SMTP 450
15 AR 35 =) JE

BBk H ey [ 150
SMTP 43 Ak 35 & J&
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1-3 SMTP Authentication And Encryption

] SMTP Authentication And Encryption
SMTP Authentication And Encryption

(]
- & =

authentication? clients?

Enable SASL SMTP E . Handle non-compliant SMTP C
& &

SMTP security

options Reject anonymous logins

Reject plain-text logins

SMTP relaying
M Allow connections from same network

restrictions
Allow connections from this system
Reject clients with no reverse hostname
Allow authenticated clients

Reject email to other domains

Allow only relay domains

Allow domains this system is a backup MX for

Delay clients E .

with failed S
logins?
Enable TLS » £ E -
encryption?
TLS certificate
. &
file ’
ol
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TLS private key E
file

C |
TLS certificate
authority file

C|

HFEER

i
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1-4 %% PAM %:&

1 ~ % Webmin 48] SideBar /& B[ % %--PAM 323 |

Log File Rotation
MIME Type Programs
PAM 333

SysV RS EhAHRE

2 ~ Webmin # 1] 2845 [PAM & 473335 |2 B3R & smtp. postfix
A2 4 4m R PAM % 3238 % F

g PAM ) AR R B

reboot AL EINM

remote

run_init

runuser Run command as user
runuser-1 Run command as user (with login)
sabayon

samba Samba Windows 4% % 1) Ak 25
serviceconf

sieve

smtp SMTP authentication

smtp. postfix Postfix SMTP authentication

3~ ELE R B 20355 B~ Account AE 2R 5 B 3B 4 B 73 05 B 45 pam_winbind. so (&
e (BB B S LR R ))
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BT oA PAMFERE

B sntp.postfix (Postfix SMTP authentication)
#in

PAM pam_winbind.so

#i

#lk {50

BE

H#

HH

%&;ﬁ [FERE s PR e aaARES Bl 7]

gl |
CES

= AT

« EF PAMEEREE | B BEFIE
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| SEEEPAMEBEFE

i e sitp . postfix
Wik Postfix SMTP authentication
Configuration file Jetci/pam.d/smip.postfix

=

PAMEH] s KR 5
pam_winbind.so JEHRY +
Include service swstem-aunth T+

Fr B || rn linis so GEEERERHD | Add included service |

=

PAMEEH ik =3 T
pam_winhind.so EHRY
Include service s¥stem-auth T

B || o _limis so G FEIRRD) 7| A incloded service |

=

REPAMBHIE T A E SR

Fr B || mm linis so GEEEREIRED = Add included service: |
=
BAPAMBEIE RS E HS R

B || o _limis so @R FEIRHD) 7| incloded service: |
Tl FAMBRTSE H |

« = IR

5~ EH#HELE Dovecot
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2. Devecot % &

1 ~ # Webmin 4] SideBar /& B 13 Ak %% 38

542 B %5

Apache # R Ak %
Dovecot IMAP/POP3 43 h& 5
LDAP Server
MySQL & s B 45) Ak 25
Postfix #a#&

Procmail Mail Filter
SSH Server

Samba AE4EEH F
SpamAssassin Mail Filter
il

B S EE

2 ~ Webmin £ 18] & 238 Dovecot IMAP/POP3 43) AR 23

A 4n 48 AE Dovecot IMAP/POP3 43 ARk % F
A 1.0.7

T I ¢

W BB, ERFREAN Mail 48 %% SSL % &
T #EIR S ¥R A

2H B arey Dovecot Xk &E 4=k 3 B FHEH
Dovecot 43 AR 25 &9 ) fE.

B EA Dovecot IMAP/POP3 M) AR & h#E » 1& A & 1% &7k

ER%RE

1%k Dovecot 43 AR % |

T & A6y T -FE 4.
B 2 IE 2 £ = i?iﬁf@%&if%giﬁ%%%ﬁ% D AR AT E)
Dovecot AR 3.
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2-1 988 R @AM E

A% 4 &3] 4 28 B 38 AU
Dovecot #9%% % Mail @i <37
FI AR %518 A 89 : #% SSL i# .
o IR . E 20 5B gx
Ma11 ﬁaﬂﬁ}]& IMAP (SSL) "7‘?\
POP3 (SSL) (2)

3 SSL 4/ @
F "UE guaus B paw 1pvd &0 16 B 2 [Pvd

E 1p o |

SSL BN @
: E gau B 25w IPvd #0 1Pv6 B 2258 1PV

C 1p s |

%ﬁl
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2-2 1 B HEH BAEIR

148 % 5| 1 B 2 Fo BN EIR
18 A 3% BANEIR

SASL 3235 %0

Eﬁnl

AT E

Ak
Digest-MD5

i I Cram-MD5

277 % :
[ SN Anonymous i’
hd

18 A # e BoRR o
B, E BEkAve
IDs

Z & Unix ERAEEHE

C gormmis |

E wepm o | , 6 | Fo X B &%

E vpoPMail 1ibrary

C 1w, gmazsess |

C PostgreSQL, & A :&Ztlifé.?l

Cosqu wmm, mamh |

# % Dovecot %% |
Unix passwd #& %

E Unix shadow WE

B 3es PAM i (dovecot)

C pa s |
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-

B B Fo B B PAM sessions

1# A cache key E & £ I

BT EEE |

VPOPMail library

2

B i I

LDAP, 1A

B

2L =

SQL &k A&, %A

297 2%
T

BSD

X A I

%ﬂyﬁm,ﬁmﬁiﬁl

L

1# A cache key E & £ I

L gunmmsex

C

# & Dovecot % & I

UID &4 ME

24 GID &y )

&

g 5 — A8 BF 40

Mail K324 A
Chroot B %%

B s (500 [{]EID R < S
E|[ E|[
C 52 ) giéméﬁciﬁa(&)
e e
E ,E|

E§%E|

AANRIEHEKR
14

E 5z (128 E |
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BN R T By Ae 45
; = E 5z (3 E |

wi |
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2-3 Mail BERZE

#a k3l Mail #g%=x%
Mail i ¥ Fo3 BRE IR

Mail #% %

£ o

E wupmssasras ~Mildir
E ywuEs /var/mail, T4 &L -/mail

E wuEs -Mildir, TH &L ~/mail

- mbox: /%h,/%d < INBOX=%h%d/%u
E s+ Dovecot ﬁ‘Lil - i

RIERM o
2 %A (£ Maildir &k &)

E 1% fe 3 lEge

C gwgms

BHEEE o -
z fa3%a (£ Maildir &)

O stwwma |

AR B 8
il % B3 Fil
& % M B Ay
Ak B e
% B e

R AFEE]
Fir A &9
file
system?

E x4z C | » B gma

E spsC » B ma g0

E 2L 5E g3 (5
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Mail & % »
%@
CRLF &4
w7
EREER
E )= E E 27 =)
:‘&}féiﬁ 7 & fa%k (;E)
Mail 4 #°?
SRSk
E . OB I
MRk & Ak
UIDL # =X, I Wk (¥4 - Dovecot {b%ﬂ’-ié’;%‘gl”
SLFFE A
= 2 C = B
POP3 & A% (%) b i
LAST 4547
TR K AE I 2% (fentl function) ll
I
Mailbox 3% o
B ETR X

2B 5B g5 (%)

(fentl function) C EBELT, KRBIBS .

| <dB> L” <dB> L” <>
Mailbox %
NEHE T K

& f83% (fcntl function) > BENT, RBIBS .

i

[

| <> L” <> L” <>
%ﬁl
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2-4 SSL %%

ke SSL % =&
IMAP #= POP3 SSL #% X %38
SSL #mis &

O 3% (/ete/pki/dovecot/certs/dovecot. pem) e I

SSL #nigts & S o I
fa3% (/etc/pki/dovecot/private/dovecot. pem)

Password for
O None needed e I

key file
SSL CA
E e !

certificate faxk (&) I
file
SSL 4#E# &

Z E - i | e
iFEﬂFI%E?j‘Faﬂ A (168) NES
N

Plain-text & = S = & = mx (%)
%4 JF SSL 4
A7

wi |

=z Bakil
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2-5 & & PAN &#

1 ~ % Webmin 48] SideBar /& B[ % %--PAM 323 |

E %4
Log File Rotation
MIME Type Programs
PAM 333
SysV & %k ha sk

2 ~ Webmin #& 1] 3845 [PAM & #5383 B BR3% & dovecot

A2 4 4m A8 PAM & #3238 HF M
¥73% PAM 12) AR 7B B

atd Scheduled commands daemon

authconfig

authconfig-gtk

authconfig-tui

chfn # 2 finger &
chsh # 22 shell
config-util Configuration utilities

cpufreq-selector

crond Cron daemon

cups CUPS printing
dateconfig

dovecot POP / IMAP mail server

3~ ELE R B 20355 B~ Account #E 25 B 3B 4 B #7305 BR 45 pam_winbind. so (&
e (BB AL LR R ))
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sz AIAPAMEEAE

AR dovecat (POP/ IMAP mail server)
P AMEEH] pam_winhind.so
aEEHHEEH AccountiEsE
SRR | ESHT (SR EREE IR =
BT |
Bl

« =2F PAMEEFEE | EF BEEIIE

4~ BEIRE BSR4 5] 973 5 554 pam_krbb. so (2 B ey (£ 4ridimss
WL & %)) > #W4# no_user_check validate

A A PAMISHH
P ANME S RE
i iy dovecot (POP / IMAP mail server)
P AMPBIE pam_krh5. 50
aERBEEHEEH B {naeE
2 B R B |E§'E[Eh“.l (B {30 (R HETR A Z %I ANTH) -
BT |mo_user_check validate
T | 1 e

EFE PAMERFEE | EE REFIR

b~ BEIE R B Session 2% @08 > 3 4B #7345 B 45 pam_odd job_mkhomedir. so
(Zey( L G HREsmRgn 4 k) #3823 skel=/etc/skel/
umask=0022
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S| A PAMFESR

A dovecat (POP £ IMAP mail server)
PAMELEH pam_oddjob_mkhomedlc.so
HEEFEEHSEH SBSSI0NEE
% B B | By (B ISR IR ) =
B |skel=fec/kel nmask=0022
AL

« [EE PAMBETEE | EE EHFIE
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| FEEEPAMARFS

EBELE dawecat

ik POP ¢ IMAP mail server

Configuration file feto/pam. dfdovecot

PAMEA] B g
pam nolagin.so WEetc/nologinfE FREESRAT +
Include serice system-auth +1
parm_krb5 50 RS no_user_check validate 4+

il

| porm_imits so (R E R IRH) x| 4ddincloded service

Iclude SEMVICE 55 tem-auth
pam_permit 50 ETER AR TR SESRT

B || o _limis so GEE SR = addinchuded service |

skel=latc/skell
urnask=0022 +
. Include service syvstem-auth T

i

pam_oddjob_mkhomedir.so Y

HPAMBEEE |

6 ~ #EE Dovecot
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3. WiEHRBRR

A Microsoft Outlook2003 %15 :

IED | #iTw HE®W

HEENE

Zkd

ERERED...
HEEHRED
HAESRHIL)...
iSRS ..

B g E

Chl+Ehift+B

iEFREFEED. .
B REREDER " E e
12 FRMRRATER (D).

@ &

FHE
BRM

BETC).
BRI

R H# -

BT

= HISE TR E
© RS E R AE T E IR

B#&

© g BESUEERERD)
© fRiRsE E R B AGEE R

0| Fsw| _mmo |
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LIRS T E IR R AR E iR dsaRY -

FEFBEFBASE (POP3)
ERETEIER R R LA T -

). [E TR @mail . zov t

Fk
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OpenWebMail %% B A

AT UA T 5 BEAT JE L % Ak Samba-3 222% JE A ~ Postfix ~ Dovecot 17 Ak 25 22 3% J&
)il

R EN ) AR % T 1 Winbind ~ PAM 4 52 A (4880 48 1 4 B AR 20 38 25 28
Bnes ik B E 1 R3R 0  oT 47 OpenWebMail & 3% 2

REBOH 7R

1 ~ 2% OpenWebMail

2~ %% Windows AD Server i#AT#BRIR I E4530E » ERE—FAN
3~ I 4k AD #IRAE A H X N I RER - AT AR R H R A

OpenWebMail 4z #

1% 2% OpenWebMail #a3%3% &

Aa N AD 48 3R 3% 5 25 2R o8

Ha N A 38 3SR

F+4% OpenWebMail 2.53 TTHe @@ &Y BARR R AT X

A
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1. OpenWebMail %%

1 -~ OpenWebMail £ &K

%3 CGI & Web server

Perl 5.005 sA Lt (%A suid perl %i%)

CGI. pm-3.05 (s2&)

MIME-Base64-3. 01 (&)

Digest-1.08 (%)

Digest-MD5-2. 33 (%)

libnet-1.19 (22 %)

Text-Iconv-1.2 (%)

Authen-PAM-0. 14 (2%, sh#X32%)
Quota-1.4.10 (5%, Quota control)
CGI-SpeedyCGI-2.22 (7T&42, wEHIT—mERE)
Compress-Zlib-1.33 (7TiE4, @RBHE—IutkiRE)
libiconv-1.9.1 ((T#&#, % B:E3T NEHHEAE)
ImageMagick-5.5.3 (T4, 4B #4%)
openssl-0.9.7d (*T:&#, POP3 4y SSL %3%&, # 4 #% libssl AR ER)
Net_SSLeay. pm-1.25 (*T#4%, POP3 #y SSL %3%)
10-Socket-SSL-0. 96 (T4, POP3 &y SSL %3#%)
&y B4 A RPM 2% -

AE AT & CentOShH [ #7358/ #rh 8k g8 |2 244538 BEHRE % > 12 Openwebmail
& perl-Authen-PAM &4 B BAT FHIEERE o

Z#¥3%% rpn - Uvh [B4H48% ]

Rpm - Uvh openwebmail-2. 53-3. 1386. rpm openwebmail-data-2. 53-3. 1386. rpm
Rpm - Uvh perl-Authen-PAM-0.16-1. 2. el5. rf. 1386. rpm

*¢OpenWebMail BA B4Rk » L8 —R%% 2 18 RPM

2~ BT R G — R H1L

#/var/www/cgi-bin/openwebmail/openwebmail-tool. pl ——init

115



2. 152 OpenWebMail &% E
1~/var/www/cgi-bin/openwebmail/openwebmail. conf zZhfeB4ER FE @R L

bifugubipugububbibupi b g b i pu i b S BB B b b b S 1
# Buttons : EditFroms | EditStationary | POP3Setup | ChangePassword |
# History | Info

enable_editfrombook yes [ 4pdE i@ N4k

enable_stationery no [ 43813 4]

enable_pop3 no [ A radshaR POPS 12 44 ]
enable_changepwd no [ fuFF4E Openwebmail 315 5 45 |
enable_history no [&W#E L I0HK]

enable_about no [MNHZEF®R]

REAR AR R AR AR AR R AR AR R R R AR AR R AR R AR AR AR AR
# Personal Information

default_language zh_TW. Bigh ExY
default_autoreplysubject BEE&... [Re: $SUBJECT]

BRERERR AR AR R A BB R AR AR AR RSB R RSB BRI RSB HS

# Display Preference

default_iconset Cool3D. Chinese. Traditional [ # & 3E 4% |
default_fontsize llpt [fEecfax T8 A ]

default_dateformat mm/dd/yyyy [ B ## X ]
default_hourformat 24 [12 ~ 24 /)No4] ]

B BA % #R o AE
enable_userfolders no [fEAFBTEM K]
enable_calendar no [47¥% |
enable_webdisk no [ 483%mget |
enable_autoreply no [B&H= A ]
enable_globalfilter no [#F4#RA]]
enable_userfilter no [{& /A% B TEAHMRA]
enable_preference no [1# A EH s iFx £ ]
enable_spellcheck no [HFmE]
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create_syshomedir yes [BEEIXMFERAE R B ]

default_charset bigh [&4 Active Dirctionary &R # 4%
#5425 |

default_locale zh_TW. Bigbh

Y REA :

default_charset auto (X TTAXGIHAE > 2% B auto A& A

Apache2. 0 A Epg A& > httpd. conf W
4B % AddDefaultcharset % & 4 off |
default readwithmsgcharset yes [ BAER44 4545 B BLER 44 P9 & |

2 ~ /var/www/cgi-bin/openwebmail/etc/dbm. conf

dbm_ext .db
dbmopen_ext .db
dbmopen_haslock no

3 -~ /etc/http/conf. d/openwebmail. conf
% & Apache 4Bk 2 F OpenWebMail = CGI B 451 %
LA P 44490k http://hostname/webmail i A OpenWebMail

ScriptAlias
/openwebmail " /var/www/cgi-bin/openwebmail/openwebmail. pl"

4~ 2RZTME
#/var/www/cgi-bin/openwebmail/openwebmail-tool. pl —init
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3. A AD WRERFREHBRE

1 ~ #/etc/pamn. d #73¥ openwebmail %354 %]

#%PAM-1. 0

auth sufficient pam_winbind. so
auth required pam_nologin. so
account sufficient pam_winbind. so

session sufficient pam_winbind. so

session include system-auth
account include system-auth
auth include system-auth

2 ~ \var\www\cgi-bin\openwebmail\auth\auth_pam. pl

fafaa#44s No configuration required from here #####ffgtfgsfssnsss
#457a3% % login # 2% openwebmail (ZA# \etc\pam.d #73¥ openwebmail

27 2K
#67]\‘:673_

my $servicename = $conf{’ servicename’ } || "openwebmail";

3 ~ \var\www\cgi-bin\openwebmail\openwebmail. conf

b e e 1 e S R R B S R B BB R R 1
4% auth_unix. pl WA 42 % auth_pam. pl
auth_module auth_pam. pl

4~ E2RZEMA
#/var/www/cgi-bin/openwebmail/openwebmail-tool. pl ——init
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4. s AD #8332 A 3 ek

1 ~ Openwebmail 7P i@ 34k4% TR S
/var/www/cgi-bin/openwebmail/etc/addressbooks/global

2~ B ARSI EHA E (Ouner ) XA ZETHEAMNRIEA S AR - Mail
Users Z£ 48 (Group) A & B4 &

3~ —ABWNEAFLIRE N B AD 4935 = Domain User ZF4a > /P @5k %
I AMIEZ A nailadmin

4o F B ~ #%/var/www/cgi-bin/openwebmail/etc/addressbooks/global 4% % /&
M

#A#(0) %% mailadmin

254 (G) %% domain users

# cd /var/www/cgi-bin/openwebmail/etc/addressbooks/
# chown mailadmin. domain users global
# chmod 640 global

global =44 £ HF A 4 OpenWebMail i@ 4% F B & 26y T A A @ 348X |
£ & ' global #MR— T &% 640 & 38 H4b4e A H 15 20 A 38 3k

global E

B | S | R | PIRTitane | R |

WHF© : | maiaamin s
wm: @B s
FA(© : | doman users N
3 S N
"
e |nw s

T - [ mEHESEAREIRGTE

SELinux Context: [d’.‘rne_t :]

REERER] - FRAGETAITE G 0RF21 150
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5. #4 OpenWebMail 2.53 TH & B HMBMEMAF R,

BAA®E R T AN EEFEGIMmHEBSK OpenlebMail 2.52 A& ZE
OpenWebMail 2.53 24 A H B2 9F N > LIEFRA YE R H A e8] > {£4
ARKRFEANETESE - ERAELFE — HEEXZNRRABLFT LHBHE A -

Q: N5 I FIE AZAEHRALS D K ANH T ER BIG-5 %hAmmX FRE
F3g > ™ OpenWebMail 3%z UTF-8 ##% o
A: T=xE > "F% % "bigh, (BIGH A4MBAERALBLEE ) -

S4
g% B BIG-b %44 » ~/.openwebmall/openwebmailrc M &% TR 5
locale=zh_TW. Bigb

language=zh_TW

charset=bigb

Ik UTF-8 F& &

locale=zh_TW. UTF-8

language=zh_TW

charset=utf-8

Q: X bigdh FH% My BIG-5 F#HFHx - AAAEehR [UTF-8?] T4EH

g °

A: 248 ES5RER > wARE [UTF-8?7] &KX 45 -
% =B E
/var/www/cgil-bin/openwebmail/openwebmail-main. pl

# 2 my ($from, $to, $subject)=iconv( utf-8 , ...
AN

$from =~ s/\[UTF-8\?\]//g;

$to =~ s/\[UTF-8\?\]//g;

$subject =~ s/\[UTF-8\?\]//g;

/var/www/cgi-bin/openwebmail/openwebmail-read. pl
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# 3] ($body) = iconv($convfrom, S$readcharset, $body) ...
Au N

$from =~ s/\[UTF-8\?\]//g;

$replyto =~ s/\[UTF-8\?\]//g;

$to =~ s/\[UTF-8\?\]//g;

$cc =~ s/\[UTF-8\?\]//g;

$bce =~ s/\[UTF-8\?\1//g;

$subject =~ s/\[UTF-8\?\]//g;

/var/www/cgi-bin/openwebmail/openwebmail-send. pl

F 2 ($h)=iconv( utf-8 , S$composecharset, $h);

AN

$h =~ s/\[UTF-8\?\]//g;

# #)($subject, $to,

$cc)=iconv(’ utf-8 , $composecharset, $subject, $to, $cc);

AN

$to =~ s/\[UTF-8\?\1//g;

$cc =~ s/\[UTF-8\?\1//g;

$subject =~ s/\[UTF-8\?\]//g;

#®] ($h, $subject)=iconv( utf-8 , S$composecharset, $h, $subject);
AN

$h =~ s/\[UTF-8\?\]//g;

$subject =~ s/\[UTF-8\?\]//g;

# 32 ($subject,
$replyto)=iconv(’ utf-8’, $composecharset, $subject, $replyto);
i DA

$subject =~ s/\[UTF-8\?\]//g;

$replyto =~ s/\[UTF-8\?\]//g;

#®] ($subject)=iconv(’ utf-8, $composecharset, $subject);
AN

$subject =~ s/\[UTF-8\?\]//g; [#r348FRf ]
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