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ABSTRACT

Keywords : crime prevention through environmental design
(CPTED), intelligent building, building design guidelines,
building security technologies

1. Background and Problems

In response to this the 100-103 annual "intelligent living

space industry development plan to promote”

development needs in line with national life in the life of the
system, and the Executive Yuan approved the "Gender
Equality Policy" personal security and justice chapter -
Construction safe and secure environment issues, this study
proposes to construct intelligent building technology safe and
secure living environment, to

develop corresponding guidelines of architectural design. Of the
Statement relating to the "safe and secure environment"” of the
upper abstract concepts into building design can be
implemented in practice of building design.

2. Methodology and process
The research method and process is as follows: first, to collect

the reference of security building design, building security
technologies, and analysis of exchange into the wisdom of the
entire security building designed to consider the project. Second,
develop security building design guidelines. Finally, invited
representatives of industry, government, academic and research
expert interviews, more than correct security building design

guidelines.

3. Major findings
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This study addressed the following key findings were:

1 After the September 11 attacks prompted some countries the
application of science and technology for building security become
more active, developing technical manuals related to construction
safety building design guidance focus for Taiwan to promote
intelligent living space industry exports in overseas markets
should be positive benefit.

2 Building three security goals, according to the criminal acts
occurred before, during, and divided into: first hamper access to
prevention, alarm and monitoring with delay in the preservation of
evidence. Wisdom of building security design criteria is to provide
space to reach these objectives, the architect designed a
framework for thinking instead of design solutions, architects
develop overall security master plan, can proceed in sequence
from the five major projects, including: apply to site planning and
urban design, architectural design, building security technologies,
safety issues sensitive to the special considerations of the building,
the distinction between the safety equipment of all planning and
building design. Place to improve security performance of seven
architectural design factor is: site perimeter design, safety depth,
building shape and orientation, building security zoning, building
security equipment items, the distinction between the safety of all
buildings point of delivery and maintenance of equipment
operating considerations.

3 Advanced Features of the wisdom of building a security alarm

equipment, computer-aided crime detection and other features,



e

the deterrence of crime not only to enhance the function of natural
Surveillance."

4. Major recommendations

Immediately feasible proposal

Designed to promote the intelligent security building policy of
gender analysis

Major authorities: Architecture and Building Research Institute
Assistant authorities: National Police Agency, Ministry of the
Interior and Domestic Violence and Sexual Assault Prevention
Committee, Ministry of the Interior

Develop specific case can be implemented in practice in
architectural design architectural design of safety guidelines. May
promote the wisdom of building up security policies for gender
analysis designed to assess the wisdom of building security
designed to promote policies for women and men, whether the
level of benefit arising from a difference on the architectural

design of gender issues in a more detailed study.

Long-term recommendations

Intelligent security building in accordance with design criteria for
local demonstration projects

Major authorities: Architecture and Building Research Institute
Assistant authorities: local authorities and industry groups
Through the relevant authorities and local development
organizations and industry cooperation, by the police, community
residents, apartment building management bodies and industry to

participate, so that wisdom construction safety technology

Xl
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combined with the ordinary folk, and guide industry development
in line with the real needs of people and products in order

intelligence technology to produce value.

X
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Asset Valve Cost Analysis Analyze how mitigation

Assessment « LOUL UL 00Q00Q09%9 options affect asset criticality

(Section 1.1) and ultimately risk
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Analyze how mitigation
: “JJ options change vulnerability

and ultimately risk
Benefits Analysis
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(Section 1.2)
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Picture: U.S. GSA
Figure 15: Examples of sculptural feature

B 3.6H AR EE 2 X mmdp
(B % %k : Guidelines for Enhancing Building Security in

Singapore. )

Picture: U.5. General Services Administration {GSA)

Figure10: Reinforced water features enhance a site while
serving unobtrusively as stand-off protection

Picture: U.S. GSA

Figure 11: Examples of water features
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Singapore. )

13



Tautwires  These are wires e are stiretched along a
fence and have an electric cument running
thraugh them. The alanm system connected
1o thess wires s usually configured to give
an Indication i the wires are cut. pulled or
bridged (elechrically). In some cazes faul
wires can algs be eonfiguied 1o conmiey 8 non
lethal electric shock if touched. Taut wiras
may be nstaled in a varety of configurations
such as on 1op of a fence or cutside it.

-
®
-
-
-

Imfrared Infrared acive molion deteciors project
active infrared Bgiv 1owarnds a dasignated araa.
motion \When an object passes Ihrowugh the lighted
detectors area, the sensors send & signal to the

relevant commend centre. Thesa datactore
can be installed in such a way as ko be
aimost compitaly unobinusive.

Vidao WMDis @ video Fnaging based survadlance
Motion system. The WMD system moniors a

Detectors specilied area; any change in the piclure of
(VD) the manitored area will trigner an alarm. An

intruder might see the WMD cameras but has
o way of knowing if they hawve motlan
detecling capabilibes.

Vibration Vibration detection systems are usualy

detactors basad on vibeation sensors that are installed
O Wwires sehich run Ehrough the lenge of a
fence. An intruder trying 1o climb the fence
will caLse an &lamm 1o be inggered in the
command cantra

Microwave Microwawe malion deleciors project

maotion microwave heams in order to creale an

detectons imvizitie line. Caoaaing this line will send &
signal {o the command centre. Microwawve
detectors are usually noliceable and hand bo
conceal

Weight Weight delectors are used to delect

detections samenne applying pressure againzl the fop
of a barrier wall of laying a ladder agansiit.
Theze detectors are made oul of coils thal
e covered by Bt materdal When the
material covaring the colls Is bant, a5 a result
of the veeight of someone climbing onto the
wall ar for some ather reason, the detectors
will 3end @ signal bo he relevant command

cantra,
Infrared Infrared beams are usually wsed to creale an
beam imasible line or web When the linefweb is

detectors crossad the sysiem sends a signal to the
relevant command cenire. These delaclons
are wsually relatvely noticeab e,

B 3.8 T+&7 &
(B % % : Guidelines for Enhancing Building Security in

Singapore. )



»
~

FEERAL 2P FRE T TR N2 H

It
Fls

3. M4k 2HF AL E AL AT 250
Yo FUB A A B F PR (48 3.9)

Asset

Stand-off Zone

Threat

Figure 2-8
Concept of stand-off distance

SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

B3IZAFrEAr TAF2Z X 2HFF RS AR F RFFR
(B 5 %k : Reference Manual to Mitigate Potential
Terrorist Attacks Against Buildings)

S BARY G
I 2RAFARAF 2 EFZRARGF o g7l ' fRE
Py blde s B AL Me A et Ee el
BTy, VARFERH S - (45 3.10)

’

P

Ib



76

Figure 2: Angled Position - Good security
design

A L ¥

Figure 3: Parallel position - More vulnerable
design
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I onitor Detect
Mot less than 5%R Mot less than 10%R

Recogniti on
Mot less than 50%R

Identification
Motless than 120%R
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(B % %% : Guidelines for Enhancing Building Security in
Singapore. )
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Figure 123: Example of a bad design Figure 124 Example of a good design

Figure 125: Equipment room
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Air Hondling Unit Air Handling Unit Air Handling Unit
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(Updated as at July 2010)

The Guidelines for Enhancing Building Security in Singapore (GEBSS)
in consultation with:

is a follow-up from the earlier ‘Enhancing Building Security’ booklet and has been prepared by
Homefront Security Division - Ministry of Home Affairs
Singapore Police Force;
Internal Security Department;
Singapore Civil Defence Force;
Building and Construction Authority;

Urban Redevelopment Authority;
as well as with inputs from external consultants.

The GEBSS is a 'live’ document which will be updated when necessary. For feedback or queries, please write to
MHA_Guidelines_BuildingSecurity@mha.gov.sg.

o part of the GEBSS shall be reproduced in whole or part without prior written consent of the Ministry of Home Affairs
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8
The objective of this chapter is to provide basic security
design guidelines that will enable architects and electric system
engingers to make the right decisions when choosing the
specifications of the security equipment that is to be used and
when deciding on its positioning throughout the building.

Technical and electronic systems such as CCTV and
alarm systems are part of every modem building plan and are
considered basic. These secunty systems which are installed
throughout the building usually consist of:

+ End points, which are the systems’ data gathering sensors
(e.g. detectors, cameras, etc.}.

+ Base points, which receive and process all the input gathered
by their system’s end point (e.g. CCTY matrix, alarm system).

» Cabling, infrastructure and wireless channels.

The systems are usually meant to assist in the
implementation of the building maintenance plan, the
administration plan or the security plan. Some systems are
dedicated to serve one of these plans while others play two or
even three roles assisting in more than one field. Integrating the
electronic security systems into the overall electrical design of the
building has many advantages. It will help to assure that the end
points are positioned in a manner that enables them to perform in
the best way. It will also help to assure that the systems’ cabling
will be installed in such a way that will make it as unnoticeable as
possible and that the spaces and features in which the systems
are meant to be located are adequate, and will not hamper their
performance.

Early planning of the systems will alse allow important
coordination between the building domain, the human domain
and the technology domain. This will assure minimal changes
and additions once the building is occupied and hence aveid
additicnal and unnecessary securty costs.

Today’s market is filled with a large number of technical
security products made by different manufacturers. Only a
relatively small number of these systems are tested and approved
by national laboratories or military institutions around the world.
These technical systems are usually not considered to be ‘life
saving” systems but are operated as “support” systems that
give an extra value to the security deployment of a building. It
is therefore advised that the project team consider whether their
specified need warrants the use of an approved system (which is
usually more expensive}. In some cases non-approved systems
might be adequate for performing a minor supportive role.

Security systems, unlike physical protection elements,
have a relatively moderate life span (usually not more the 10
years). It is therefore advisable to design the relevant parts in
the building's infrastructure to enable changing and updating of
these systems at minimal extra expenses and / or damage to the
buildings.

SECURITY SYSTEMS

Security systems are usually used for the following purposes:
»  Detect illicit activities or intrusions.

»  Warn designated security personnel of hostile activity and/or
breaches of security to the building.

+  Monitoring of activity in sensitive or vulnerable locations.
+  Recording activities for future investigations.
+  Deterrence.

* Replacing or supporting human security resources for cost
effectiveness.

»  Assuring the proper function of physical security elements.

When planning the security systems layout for a building,
it is recommended to take into account possible future upgrades
and enhancements of the systems’ capabilities. Such planning
should enable the system at least 50% growth and should include
extra deployment and installation of altematives for the system
and added infrastructure that will enable the installation of more
end points. This pre-planning will allow the building’s security to
conduct low-cost future upgrades when necessary.

81 HOW TO USE THIS CHAPTER

This chapter contains information on security systems
and security related systems, located in the various parts of a
building development. The Protection Recommendation Tables
(PRT}in Chapter 4, mention a list of protection elements that can
be found in this chapter. Each protection element is described in
its own section together with its specification and protection role.
If desired, protection elements in this chapter can be implemented
even if they are not recommended for implementation in the
PRT. For each element, the levels of protection are mentioned
and standards are described. The level of detail provided is
not intended to provide a full technical specification but rather
to provide basic knowledge and to assist in the procurement
procedure to ensure that the right demands are made of suppliers
and/or protection engineers.

The following protection elements appear in this chapter:

Subject Description Section
Control room Central security control room
where all relevant security B2
systems are located
Intercom System (combined security | Wall units, desk units, 83
and admin system) switchboard e
Public Address system (combined Speakers, amplifiers 84
security and admin system) microphones -y
Alarm System (security system) Detectors, sensors, main units 85
Access control systems (combined | For pedestrians and vehicles a4
security and admin system) e
CCTV System Cameras, recorders, monitors 87
Security Lighting Lighting for security systems 88
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8.2 SECURITY CONTROL ROOM

821 INTRODUCTION

The security command control room is the nerve centre
of security operations for a building and should receive and
provide vital information to and from the security personnel on
shift, commanders, executives and first responders both in
routine and emergency situations.

An effective control room that focuses on relevant
threats can make the difference between a proper response
and chaos, once an incident has been initiated.

A building's security operation should be aimed at both
crime and terror prevention. The level of effectiveness in which
crime and terror prevention operations are carried out is greatly
dependant on the capabilities of the control room and its operating
staff.

A typical control room should contain all of the main
operating stations of the security systems installed throughout
the building. The control room should also contain sub-stations
of several of the building's management systems such as the air-
conditioning and lift control systems. Some of these substations
should have overriding authority over the main station, whereas
others can have regular operating capabilities or should be limited
to view only.

The following systems should be included in a security
control room:

Security System Type of Operating Station
CCTV Monitors Main
CCTV Recording Main
External phone line (a direct line) Main
Alarm System Main

Access Confrol, pedestrian and vehicles Main

Public Address Sub-station (overwriting abilty)

Intercom Sub-station

Fire Detection Sub-station

Air-conditioning Sub-station (overwriting ability)

The security control room design must allow it to function
as an effective tool for managing the security operations of the
building in both routine and emergency situations. In order
to perform its tasks, the security control room must have the
following capabilities:

« Collecting all the data required in order to formalise a clear and
complete picture of the current situation throughout the building.
The data received and presented should relate to, among other
things, any regular and irregular activities, crowd concentrations
and security related incidents. The data should be collected
during both routine and emergency situations.

« Prioritising and filtering out relevant information is done by
cutting down the number of monitors that need to be watched
and prioritising inputs received from the security cameras and the
alarm system in a way that will make sure that only real incidents
are picked up by the control room systems. Other benefits
include:

«Communicating information to both staff and visitors in
emergency situations.

*Assisting in and monitoring the evacuation of the
building's occupants when necessary.

«Supporting commanders and decision makers and first
responders while they are performing their respective
responsibilities.

*Operate in full function during post attack periods.

8.2.2 TERMSAND DEFINITIONS

A system that is completely under the control and responsibility of the
control room.

System Administrator

System Sub-station A system that is usually located in the building management system
room and is connected to the security control enabling it to receive
inputs and take limited action.

Access control system  The layout of access control devices connected 1o electric locks enabling
control of doors/entrances either by the person entering (proximity card,
etc.), or by the control room granting access.

of equij are:
multiplexers, UPS.

, cable relays,

A room housing the equipment used for the security systems.

Security Lighting Sub-station (overwriting ability)

Lift System Sub-station
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8.23 DESIGN OF ASECURITY CONTROL ROOM
GENERAL

i It is recommended to design the control room as a
dedicated unit (i.e. that it will not serve a dual purpose as both a
security control room and an access control guard post).

s The security control room should have a direct connection
to or integrated with the building's management systems that are
considered to be critical or security related {e.g. air conditioning
systems). This is meant to enable the security control room staff
to override or control these systems when the situation requires
it'e.

1. Protection and backup of all critical systems is required
in order to allow the security systems to continue operating
during emergency situations in which the security control room is
damaged and during events of power failure.



V. The security control room plays a critical role in abuilding’s
security deployment. It is therefore recommended to design its
protection in a robust manner. The purpose of these measures
is to make the security control room able to withstand an attack
either against the building it occupies or a direct attack against
the security control room and continue to function both during
and after the emergency. The entrance to the security control
room should be equipped with an access control system and
forced entry. These measures are meant to ensure that no
un-authorised persons will gain access to the security control
room.

V. The lighting in the control room should be designed in a
way that will ensure that it does not cause glare on the various
monitors. For this purpose, it is recommended that the control
room uses florescent lights.

Wi, The security control room should be equipped with a
working surface that is positioned in way that will allow the security
control room operator to have a good view of the monitors.

VIl The security control room should be equipped with
emergency power and lighting to enable it to continue to function
during power failures.

Wil The security control room should be equipped with
a climate control system. This is meant to help create a more
comfortable working environment that will assist the security
control room operators to stay alert, especially during night-time
and long shifts.

IX. The security control room should be supplied by at least
two separate power lines. One dedicated to security systems
while the other for administrative purposes.

X When planning the security control room, there is a need
to designate an area for administrative proposes. This area
should be planned and positioned in a way that will ensure that
any activities conducted within do not interfere with the security
control room's regular operation and in emergencies.

Xl The control room should be equipped with a dedicated
phone line that has a direct external line.

"Mt is not recommended to have both the security systems and the
building’s management syslems installed in the same room.

EQUIPMENT ROOM

I. It is recommended to place other electrical equipment
used by the security control systems that are located in the
security contral room, in an adjoining but separate room.

Il. A false floor is recommended for both rooms in order to
allow cabling to be installed.

M. A concentration of electrical equipment in a closed room
can cause the temperature in the room to rise considerably. The
rise in temperature may even damage the electrical systems
causing themto fail. Itis therefore recommended to install climate
control systems in the equipment room.

IV. The fire extinguishing measures installed in the security
control room and its adjoining equipment room (where applicable)
must be of a kind that, if operated, will not cause damage to the
electrical equipment.

V. It is recommended that both the security control room
and (where applicable) the adjoining equipment reom, should not
have water pipes running through them.

5;7]»5?_

TV MONITORS & RECORDERS

I The number of constantly viewed monitors should be
limited to a minimum and should not exceed 8 images per person.
The images for each person could either be presented on a single
large monitor or on several smaller ones.

L. The minimal image size is 10".

Il The monitors should be located in a way that allows the
person in the control room to perform his regular duties (phone,
log book, access control) and monitor the cameras without
interference.

\"A All data received by the systems (CCTV, alarm, access
control) should be recorded for post incident investigation. The
required recording rate (FPS), the recording’s resolution, and
the period that the recordings are stored for, should follow the
guidelines in Section 8.7. It is important to note that issues
pertaining to data storage have implications both on operational
matters (e.g. face recognition) and on administrative matters (e.g.
amount of space required for holding the eguipment).

ALARM

I Indication of alarms, transferred to the security control
room, should appear in the most accurate way possible. Alarm
indications are required to relay the exact location of the breach
or event to the security control room operator. Each indication
should also be accompanied by a visual picture of the location
where the breach or event is taking place.

EXAMPLES OF DESIGNS

Figurm 175; Equpment mom

103



FECZAL 2P FREZTRRFER 27

8.3 INTERCOM AND COMMUNICATION
SYSTEM
8.3.1 INTRODUCTION

An intercom is a private telecommunication system that
allows people from two or more locations to communicate with
each other. Although usually considered administrative systems,
intercom systems and other similar communication systems
play an important role in a building's security deployment. This
is especially true with regards to access control. The intercom
system enables the personnel operating the access controlled
doors or gates to communicate with the people wishing to enter
the building, without exiting the relatively secure inner area in
which they are positioned (whether itis located inside the building
or in an external security post).

There are many types of systems that can be used as an intercom
system, these include:

«  Standard point to point intercom system {party line systems).
*  Matrix systems.

« Videophone systems.

*  Wireless systems.

+ Telephone based systems and others.

8.3.2 TERMSAND DEFINITIONS

Intercom System An electronic system that allows simplex, half-duplex, or full-duplex audio

communications.

Intercom master
station

Part of an intercom system that monitors one or more intercom door/gate
stations; this station will typically receive the initial communication.

Intercom switcher Part of an intercom system that controls the flow of communications between

various stations.

Video intercom
system

An intercom system that also incorporates a small CCTV system for
verification.

Full Duplex A type of system that enables two end units operating on the same line to

simultaneously broadcast and receives data.

Anti vandal Built in a way that does not allow sabotage.

833  DESIGN OF AN INTERCOM AND
COMMUNICATICN SYSTEM

. The system’s volume and background noise filtering
levels should be set after taking into consideration the noise
levels of the operating environment (e.g. an intercom located on
the street requires different volume and noise filtering than one
installed in & room).

1. The applied levels of both volume and background
noise filtering should be set after taking into account the average
distance that the users will be from the unit while operating it
(e.g. an intercom used by drivers in their cars requires a different
volume and noise filtering level than one installed at a pedestrian
entrance).

11l It is recommended to combine intercom units employed
for use in access confrol, with CCTV coverage, and proper
lighting. This will enable the security personnel to screen incoming
persons in a more effective manner.

V. Prior fo deciding whether fo use a specific intercom
systemn for security purposes, it is important to check whether
the levels of amplification and noise filtering it is capable of, are
adeguate for use in the building’s environment.

V. Electric infrastructure might create interference with
the intercom system'’s audio signals. This occurs if the two
systems are positioned too close to each other. It is therefore
recommended to maintain proper separation between intercom
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VLI When designing a non-matrix intercom system for
access control, it is important to make sure that the system's
cabling enables communications between the unitinstalled at the
access point and the units installed both at the access control
point and the security control room.

VIl Most intercom systems need to undergo maintenance on
a regular basis. Itis therefore recommended to install them at a
location that will allow for the maintenance work to be conducted
in a convenient manner.

VIl Exterior intercom units should be protected against
environmental conditions such as temperature, humidity and rain.

1X. Exterior intercom units should be designed with anti-
vandalism measures.

X. Intercom units that are installed at vehicle entrances
should be designed in a way that will not reguire drivers to exit
their car in order to operate them. For example a call initiator
can be connected to a detector that operates it as soon as a car
approaches the designated area.

XI. Deep basement floors and buildings with relatively small
window openings could potentially stop radio communication
with emergency responders who are inside the building. With
the installation of cell enhancers, communication by radic among
emergency responders becomes possible between the interior
and exterior of the building and within the building between the
different storeys including basement levels.

Standards
The system should comply with the relevant construction
and electricity related standards.

8.34 EXAMPLES OF DESIGNS

Figure 126: Master station (matrix system)

Figure 127: Basic wall unit



Figure 130: Typical poinl bo point infercom syshem layoul

8.4 PUBLIC ADDRESS SYSTEM

The public address (PA) system plays an essential role
when it comes to emergency procedures. During emergency
situations the system can be used to convey life-saving

instructions to the general public. The PA system must be
designed as an integrated part of the building’s intercom system
and other security systems. A typical PA system will include the
following:

+  Indoor / outdoor speakers

«  Amplifier

+  Microphone

+  Area division panel {to be able to address parts of the building
individually)

TERMS AND DEFINITIONS

Pra recorded providing recorded on CD or in the sysiem
messages making it not necessary for the operator to speak clearly or remember the
messages.

Coverage The ability ko hear and understand the messages being given,

DESIGN OF A PUBLIC ADDRES

. A building should always have one PA system that can
be controlled from the security control room.

I Access to the PA system should be provided to the
security manager's office as he usually has the authority to call
for evacuation.

Il. The system should include pre-recorded messages in all
relevant languages covering the required response to the various
attack scenarios.

IV, The speaker coverage should be complete and cover
each and every room.

V. The system should be easy to operate under emergency
situations.

Standards
The system should comply with the construction and
electricity related standards.

85 ALARMSYSTEM

INTRODUCTION

Alarm systems installed in buildings and/or complexes
are aimed at detecting both unlawful intrusion and lawful entry
into a defined space. Alarm systems are usually made out of
a combination of elements (sensors, keyboards, control units
and others) that create a "smart” system. This “smart” system
is programmed to be able to monitor various parameters, which
may include, but are not limited to, the following: opening of doors
and/or windows; crossing of lines; maovement in defined areas;
shifts in temperature; change in lighting etc. The type and number
of parameters monitored by the system can vary and should be
designed according to the requirements of the building's security
plan.

An alarm system will usually consist of:
«  Detectors of various types

+  Keyboards

«  Control Units

Display units
» Diallers
+ (Cabling
+ Sirens

»  Backup batteries
+  Optional — remote controls/ wireless items / signal lights

There are many types of anti-intrusion detectors that are
used to protect different types of areas throughout different types
of complexes and buildings. The following are some examples of
the various detector types:

PERIMETER LINE DETECTORS

Protecting a perimeter line and fencing is usually done
using “smart’ fences which are fences with detection systems
installed on them. These systems are configured to provide an
alert when someone or something attempts to cross the fence
line.
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Standard system A syslem operated and configured by vsing a keypad
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l. The type of detector that is to be used should only be
determined after all location (e.g. indoors, outdoors etc.) and
environmental (e.g. humidity, temperature etc.) issues have been
taken into consideration.

I An alarm system should include several types of
deleclors.

L. Cabling for alarm deleclors should always be installed in
a protecled manner.

V. It is recommended to avoid installing detectors with a
relatively high false alarm rate. A high false alarm rate {more
then one false alarm per week for the whole system) will reduce
the effectiveness of the system and add to the probability that a
true alarm will be ignored.

V. The display unit should provide clear information as to
which zone and detector were set off. A smart system should
clearly display the zone and detector on a computerised map of
the prolecled sile. Astandard system may display the information
on the keypad unit.



VI. Alarm systems should have twc sets of detectors
defined: (@) 24 hour detectors that are installed on openings that
are supposed o be permanently closed (e.g. emergency exits),
and {b) day/ night detectors, that are installed on doors that are
regulary opened during day/ activity hours but closed during after
office hours /night time. Defining these two types of detectors
will enable the system to prioritise its outpuis in a more efficient
manner. The two sets of detectors should be designed to sound/
give out different types of alarms at different situations (e.g. a
buzzer during the day and siren at night).

VI An alamm system should be configured to prioritise the
inputs received from the detectors (e.g. sounding different alarms
for different amount of weight applied to weight sensors).

VI An alarm system should include a dialler so that it would
be able fo alert response forces in case of a breach. A siren or
cther alarm element should be considered.

IX. Magnetic or mechanical switches that are installed on
window frames are an effective tool to make sure that windows
are closed after hours. However, it must be noted that they are
not able to detect situafions in which the window’s glass is broken.

X. All external doors need to be fitted with detection
eqguipment.
XI. All extemal openings that can be reached by people

from the outside must be fitted with detectors. This includes
greund level openings and those openings that can be reached
by climbing.

XII. It is recommended that an independent expert in the
field of alarm systems be consulted before designing a building's
alarm system.

Standards
The system should comply with the construcfion and
electricity related standards.

854 EXAMPLES

Figure 131; Samples of magnetic switches installed on doors — embedded (left),
and visible (right)
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Figure 132 Example of an alarm system layout

8.6 ACCESS CONTROL SYSTEM

INTRODUCTION

Acrcess control is the ability to determine who may and
who may notenter specific areas or access paticularassets. Itis
a fund amental principle of access management, and an important
aspect of any efective security system. When apphfing access
control, the following issues need to be taken into account:

*  The number of entrances to the buildingfinstallation shouk
be minimised.

+  |dentifying and deckling areas to which access shouk be
limited .

+ The emplyed measures shoukd not interdfer with fie
pretection and safety systems.

*  The measures must still facilitate access to the buiding by
the disabled.

Whendesigning an access management plan, developers
shoukl anal/se which aras and asseis need to be potected by
access control measures, After deciding which areas and assets
should be protected, the proper measures need to be selected
and deployed. Entrypoint screening is typically employed at the
entrance to securel non-public areas. This type of screening can
employ the folowing measures: identity verification measures,
physical screening (B, people, bags, wehicle, sic.), wray
sCREENing, weapons detection measures, explosives detection
measures, and chemicall biological agent detection measures.



The security related access control system must be
designed togather with the other security systems. This section
will relate to access control systems while other access control
issues can be found in Section 5.4.

Access control is a combination of physical elements
and security procedures. The physical access control measures
usually include the following and more:

+ Card readers.

+ Control panels for opening doors.

+  Electromagnetic locks.

+  Electric locks.

« Emergency escape buttons (glass break).
+  Open door detectors (magnetic switches).
»  Access control management software.

+ Access control management stations.

*  Adoor closer.

Lecace Control

By combination of barriers, gales, ekectronie socurity equipnient, andlor
guards that can deny entry to unauthorized personnsl or vehickes.

Electromagnelic loch  An electric bock that funclions by creating a magnetic field. When installed in

daars, usually spphes farses ranging fran 150 kg ta 6500 ky

Electric lock An electric lock whose infernal mechanic parts are operated by electricity
When the leck is instructed to open (by applying an slectric curment to i) the
portal it locks can be pushed apen without the use of a lever.

Break glass button A bulton enclosed in a glass covered conlainer and instalied nest ta an

access concrolied docr. When pressed. the button immediately uniocks the
doer it is installed med to, Break glass bultons are meant to allow access
contral daors to be cpenad by the public i an event of an amergency.

DESICN OF AN ACCESS CONTROL SYSTEM

. All external doors that are used on a regular basis but
should be closed to the general public would require access
control.

I All access controlled doors should be equipped with a
closer.

Il If in doubt, infrastructure should be prepared to
allow access control measures to be deployed, as adding the
infrastructure at a later stage will be very difficult.

\"& The main entrance doors should be equipped with an
automatic locking mechanism allowing external guards to lock the
doors if an emergency situation occurs outside.

V. A door that is supposed to be protected against forced
entry must be equipped with an electromagnetic lock rather than
an selectric lock.

Standards
The system should comply with the construction and
electricity related standards.

‘fT]'{FE‘f:‘—
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87 CCTV

INTRODUCTION

The primary purpose of a CCTV system is to support
and enable the overall management of a building's security. Video
surveillance facilities are an aid to security monitoring, especially
of vulnerable or sensitive areas. CCTV systems may also act as
an investigative tool as a post-incident source of evidence, or
may deter potential criminals/terrorists if they perceive that their
actions are being monitored. However, the CCTV system does
not perform an active protective role and should not be designed
to serve as the sole protective measure in a specified area, but
must work in conjunction with other security measures (e.g.
access controls, alarm systems, etc.).

THESE GUIDELINES HAVE BEEN DEVELOPED TO PROVIDE
FOR A UNIFORM AND CONSISTENT APPROACH TO
THE RECOMMENDED SPECIFICATION, INSTALLATION,
OPERATION AND PERFORMANCE OF CCTV SYSTEMS
ACROSS BUILDINGS IN SINGAPORE.

Given the dynamic CCTV market, these guidelines will
not spell out specific technologies and capabilities within the
system but relate to general concepts and design considerations
that should be taken into account when developing a building’s
CCTV system.

AS THERE ARE MANY CCTV OPTIONS AVAILABLE ON
THE MARKET, IT IS RECOMMENDED TO EMPLOY A
PROFESSIONAL CONSULTANCY WHEN DESIGNING CCTV
SYSTEMS.
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8.7.2 TERMS AND DEFINITIONS V. All cameras at key areas should be static and fitted with

Closed circuit television (CCTV) An electronic system consisting of cameras,
control equipment, recorders, and related
apparatus used for surveillance or alarm

assessment.

CCTV pan-tilt-zoom camera (PTZ) A CCTV camera thal can be moved side to

side, up and down, and zoom in or out.

CCTV pan-tilt-zoom control The means of controlling the PTZ functions of

acamera.

CIF Common Intermediate Format (CIF) is used
to standardise the herizontal and vertical
resolutions in pixels of sequences in video
signals (e.g. 4 CIF has a resolution of 704 x

5786 pixels).

Codec A codec is a device or programme capable of
performing encoding and decoding on a

digital data stream or signal.

Frame Frequency The number of times per second that the
frame is scanned. The U.S. standard is 30

frames per second

Multiplexer / matrix switcher The number of fimes per second that the
frame is scanned. The U.S. slandard is 30

frames per second.

Frame The total area, occupied by the television
picture, which is scanned while the picture

signal is not blanked

The level to which video details can be
determined in a CCTV scene is referred to as
resolving ability or resolution.

Resolution

Rotakin The Rotakin target was developed by the

Police Scientific Development Branch, Home
Office (United Kingdom) as a means of
auditing the efficiency of a CCTV system. It
consists of a human silhouette target 1.6m in
height. When the target fills the screen
vertically it is said to be 100%R

8.7.3 DESIGN CONSIDERATIONS
CAMERAS

l. The CCTV system should consist of multiple cameras
distributed throughout the building fo give comprehensive
coverage of all common areas' to a height of 2m from floor level.

1. Cameras in common areas should be situated where
they cannot be easily evaded, damaged or obscured and should
be dlearly visible fo members of the public. Where headroom is
restricted and cameras may obstruct public passage, cameras
should be mounted in recesses so as fo avoid the possibility of
injury to members of the public.

Il Cameras located in vulnerable locations should be
protected against vandalism by means of vandal resistant
materials and design (e.g. vandalresisfant enclosures with non-
reflective, shatter-resistant glass viewing ports).

V. All cameras should provide colour images to maximise
the scope for crime detection and to enable clear identification of
offenders.

V. Cameras should be suitable for intemal or external use

(depending on location) and pravide sufficient quality of picture
and view in all weather conditions.
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fixed focal length and field of view that cannot be adjusied by
non-authorised users. In addition o these, it may be good 1o
install PTZ cameras (especially in areas where there may he
mass congregations or main thoroughfares) to allow the security
surveillance operators to pan, tilt or zoom as and when required.

MONITORS

l. All monitors should be capable of displaying colour
images and have appropriate adjustment confrols (e.g. conirast,
brightness, sharpness, etc.).

1. The displayed piclure on monitors should be sharply
defined, stable, with accurate colour reproduction, and should he
free of noise, interference or pulsing effects.

1. Monitor sizes should be appropriate for the intended
viewing distance within the room housing the viewing facilifies.
The system should allow mulii-view display on CCTY monifors.

RECORDING EQUIPMENT

l. The system must incorporate sufficient image recording
capacity fo enable the confinuous 24-hour recording of each
camera and archival of at least 28 days, with an addifional 10%
minimum buffer. Sufficient reserve recording media should also
be kept fo replace those seized by securify agencies for post
incident investigations.

1. The system should have duplex multiplexing capability or
greater. This is meant o allow simultaneous image recording and
playback. The system should be designed in a way that enables
playback of footage without causing interruption to the recording
process.

1. The system integrator or vendor should propose codecs
to achieve optimal compression ratios while ensuring no or little
loss of image/ video quality (e.g. MPEG4 and M-JPEGZ000).
The video container format proposed for the DVYR recorded
images and viewer software should be open-source container
formats and/or common multi-media container formats (e.g. *.avi
(Microsoft), *.mov (Apple QuickTime}, *.mp4 (MPEG)).

IV, An authentication mechanism should be included to
ensure the infegrity of all recordings by allowing for detection
of any alteration or tampering (e.g. watermarking). This should
include the recording of the camera 1D and date and fime
(synchronised from a single source), which must not be adjustable
by the operator.

QUALITY OF RECORDED IMAGES

. Images captured by the CCTY cameras should be
recorded using digital video recorders {recommendation subject
to change with future advancements in technology).

I The footage collected by each camera should be
recorded at @ minimum of & frames per second (for indoor) or
12 frames per second (for oufdoor). In addition, the capability to
record from selecied or designated cameras in real time mode at
25 frames per second would be useful.

. The recording equipment should be able 1o record colour
images of sufficient quality to assist in prosecution with the image
quality meeting a resolution of at least 4CIF or equivalent.

"These include gensral access locations such as main entrance
Isbbies, corridors, taxi stands, car parks, pavements, straets within the
development's boundary line.



V. The recorded image should at all times be accurate,
sharply defined and with accurate colour reproduction under
normal lighting. For reduced lighting or emergency lighting
conditions, the recorded image should minimally be an accurate
and defined reproduction of the scene in monochrome.

PLAYBACK FACILITIES

. The CCTVY system should provide for the playback,
removal ortransfer of any image from any camera recorded up o
28 days prior (in a confrolled environment).

EXPANSION CAPABILITY

l. The installed CCTVY system should be designed fo
allow for future expansion or additional capacity with minimum
disruption to the working system.

COVERAGE AT KEY AREAS

l. Common Areas — Comprehensive coverage throughout
common areas is necessary to enable the monitoring of the flow of
people, the identification and mitigation of potential overcrowding
situations andthe identification of undesirable, illegal or anti-social
behaviour. This includes general access areas such as main
entrance lobbies, street areas, pavements, car parks and vehicle
boarding and alighting points such as taxi stands, bus-stops and
vessel docking points within the development's boundaries. For
hotel premises, coverage should include to the lobby, front desk,
concierge, entrance/exit points and corridors. General views
should meet a minimum image height at ‘Detection (10%R)’ level
(refer to later section on defining and measuring fields of view for
CCTV systems).

1. Entrances & Exifs - All extemal public access doors,
emergency exits and vehicle entrances/exits (e.g. at the gantry
points of car parks) should be fitted with cameras which provide
a clear, unobstructed image of all persons enfering/exifing
through them (frontal view). The cameras must be mounted at a
suitable height {e.g. where they cannot be evaded, damaged or
obscured) — looking towards, rather than down at the doorway or
driver, and meet a minimum image height of ‘Enhanced Detecfion
(20%R) level. For buildings with sizeable open areas included
in its boundary, the minimum image height would be ‘Recognition
(50%R) level.

1. Lifts — For lifts which act as aliernate entry and exit points
to the building, frontal view of the lift doors for people entering the
building and general views of the associated lift lobby areas are
to be monitored at ‘Enhanced Detection (20%R) level.

IV, Checkpoints — For locations that involve security checks
or registration before people are granted permission fo proceed
further into the building like checkpoints and ficket issuance
counters, the CCTY system should capture the frontal view of
people at ‘Recognition (50%R)' level.

V. Sensitive areas — These include rooms or open areas
that house important and crtical equipment, documents,
property and peaple e.g. warehouses, locker facilifies, etc. In
particular, cameras should also cover fadilifies involving monetary
transactions, such as at banks, money changers and ATM
machines locations. Cameras at these areas should be installed
with a minimum image height of ‘Enhanced Detection (20%R).
In addition, each door should be fitted with an intrusion alarm and
upon activation of the alarm, frigger the display of the image of
the relevant camera(s) automatically on a dedicated monitor.

xi:]»é—éf?_

Table16: Summary of Recommendations for Key Areas
H
= £
& -
Location Defined Areas S & né =
AR LI
T
& 2|5
Common Areas | Extensive Coverage of Common Areas (e.g. Yes
main entrance lobby).
Street Areas Within Bulll!mg'& Boundaries Yes
(including pavements, walkways).
Vehicle boarding and alighting points Yes
(including taxi stand) and Parking areas.
Entrances & Frontal view of people entering the building's Yes
Exits premises via main entrances/ exits.
Vehicle description and number plate ta be Yes
captured at vehicle entrances/ exits/ loading
and unloading bay.
Entrances/ Exits (along passageways, Yes
wallkways & suhways) learding to the
concourse area.
Emergency Exits (Both Sides). Yes
Designated Entrances and Exits for buildings Yes
with sizeable open spaces.
Lifts Frontal view of the lift doors far people Yes
entering the building premises,
General views of the associated lift lobby Yes
areas.
Checkpoints Frontal view of people registering at counter. Yas
Sensitive Areas | External view of access for enclosed areas. Yes
Intrusion-alarm triggered image viewing on Yes
security monitors when enclosed area is
breached.
100% coverage of open areas. Yes

8.74  INSTALLATION & OPERATION
INSTALLATION OF THE CCTV SYSTEM

l. The positions of the cameras should be carefully
planned and located to provide the required coverage with the
minimum number of cameras. Account should be faken of the
effect that periods of maximum human density may have on the
achievement of the operational requirement.

1. Motices strategically located around the building should

be provided fo inform members of the public that the CCTV
sysfem is being continuously monitored and recorded.
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1. Upon successful hand-over of a fit for purpose system,
a soft and hard copy of each of the agreed camera views and
image quality (both monitor view and the recorded image) should
be taken and reviewed by the building's Security Manager, to
ensure that the field of view and image quality from each camera
fit the building’s security requirements.

V. If the same proprietor owns adjacent buildings, it would
be useful foreach building’s CCTV system to include the capability
of accessing images from the adjacent locations as well,

V. To facilitate incident management by Emergency
Agencies during a crisis situation, it would be good to provide
capabilities for the Emergency Agencies’ mobile command post
to retrieve live images for remote viewing. This could include up
to 3 video output channels and one control port extended to, and
terminated at the room housing the building's viewing facilities.

WI. The storage facilities for the CCTV systems should
be capable of keeping the recordings in a secure environment
protected from excessive moisture and dust, with preventive
measures against unauthorised removal or viewing of the
recordings. The location of the recording and storage facilities
should be decided on a local risk assessment which takes into
account security and crime-related risks, and should be sited in the
inner parameter of the building and away from vehicular access.
If the location of these facilities is located in the inner parameter
of the building but still deemed to be high-risk (e.g. open to public
access), then it is recommended that the room be built with
adequate reinforcement/protection to withstand the explosion
of a 10kg TNT or equivalent charge (with fragmentations) at a
distance of 5 meters away.

VII. The network must have sufficient bandwidth to support
the requirements of the CCTV system (e.g. in terms of the
maximum number of concurrent feeds).

USE OF THE

/ SYSTEM

l. Within the CCTV viewing facility, the operator should be
able to select any camera picture for display on any monitor at any
time or alternatively to set up a scanning sequence as desired.
The dwell time of the scanning sequence should be adjustable.

1l The camera selection control system should allow rapid
selection of any camera using minimum manual effort and be
consistent across the CCTV network.

. The CCTV system should include a ‘default settings’
function which allows cameras with fixed zones of coverage to
auto reset to their original position after a pre-determined time
duration.

V. Any one user selecting a live image (feed) should not
preclude other users selecting the same live image (feed), or any
other live images (feed) on the same system.

V. Forviewing of recorded images, the recording equipment
should have capabilities of normal play, replay, still field, fast
forward, rewind, record, stepping frame, visual search —forward
& reverse, speed search and stop.

Vi The camera ID and the date and time should be displayed
on monitors in a single imposition and for the recorded image
be located where it is least likely to obscure or interfere with the
image of the main subject.

Vil The numbering of cameras and the associated recording
sequence should be carefully planned in order to facilitate both
the rapid and seamless tracking of targets’ movement and the
speedy retrieval of recorded images.
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CCTV OPERATING STAFF

I The shift patterns adopted for the CCTV operating staff
should include sufficient breaks to ensure health and productivity
of the staff.

Il. The CCTV operating staff should undergo the appropriate
training as stipulated by the building’s Security Manager for
security personnel, They should rudimentarily be taught what to
look out for and be able to react when a potential incident oceurs,
to monitor the event accurately and not lose information that
could be pertinent to any future investigation.

M. It would also be beneficial to have Standard Operating
Procedures (SOPs) in place for reference and to conduct regular
refreshers to ensure that the CCTV operating staff are familiar
with the SOPs,

ESSENTIAL SUPPORT

POWER SOURCE
. Uninterruptible power supply (UPS) with at least 30

minutes of backup capacity should be provided for the CCTV
system.

1. The CCTV system should feature an alert system for
loss of power or image due to technical failure.

LIGHTING FOR CCTV

l. The building should be provided with adequate lighting
24/7 to ensure that quality coloured images for facilitating
menitoring, investigation and prosecution are captured.

II. In the event of lighting failures, the CCTV system should
be capable of producing images that will enable evacuation of
the building to be effectively managed under emergency lighting
conditions.

MAINTENANCE AND AUDIT OF CCTV SYSTEM

l. The CCTV system should be supported by a maintenance
regime that ensures the operational requirements are consistently
met and availability of all parts of the system are maximised.
System availability should be set at 95% over a 12 month time
frame.

1. The quality of the visual and recorded images should
be monitored and compared to a set of auditing standards,
implemented by the building's Security Manager. Any detericration
should be rectified immediately.

1. All system fault rectifications should be rectified within
24 hours, or sooner if the fault results in serious loss of CCTV
coverage.

V. The building's Security Manager should also be
responsible for auditing the correct implementation of the CCTV
system to meet the operational requirements and identify any
improvements (if necessary).



876 DEFINING AND MEASURING FIELDS CF VIEWY
FOR CCTV 8YSTEM

CATEGORES OF VIEW

Fields of view required for CCTV systems are described
by four categories of view as follows:

a) Detection — The figure occupies at least 10% of
the available screen height. Following an alert an cbserver can,
after a search, ascertain with a high degree of certainty whether
or not a person is visible in the pictures displayed to him,

b) Enhanced Detaction (ED)- Following an alert
an observer can, after a search, ascertain with a high degree
of certainty whether or not a person is vigible in the pictures
displayed to him. It must be noted that "Enhanced Detection
(ED) (20%R)" is used throughout this document, and is a specific
measure,

c) Recognition — ¥When the figure occupies at
least 50% of the screen height, viewers can say with a high
degree of certainty whether or not the individual shown is the
same as somecne they have seen before,

d) Identification — When the figure occupies
at least 120% of the screen height, picture quality and detail is
sufficient to enable the identity of a subject to be established
beyond reascnable doubt.

I, The categories are measured by relating the views to
the image height of a standard test target 1.8 m high. ¥¥hen the
image of the target fills the screen vertically the image height is
said to be 100%R., where “R" is the abbreviation of "Rotakin”.
For use in the building’s environment, these have been defined
as follows:

a) Detection - Not less than 10% R,

b) Enhanced Detection (ED)-Not less than 20%
R.

9] Recognition - Not less than 50% R.

d) Identification - Not less than 120% R

. For Detection (10%R) and Enhanced Detection (20%R],
it is assumed that the image contrast of the target is sufficiently
above the threshold of human sensitivity and that the picture is
not unduly cluttered with non-targets.

IV, For Recognition (50%R) and Identification (120%R), it
is assumed that the angle of view and lighting is suitable and no
significant degrading effects such as image blur due to metion or
out of focus is evident.

V. [t should however be noted that these measurement
guidelines were originally setup using a fully analogue PAL system
with afixed resolution of 578 lines and may not transfer faultlessly
into the digital domain. For digital systems, consideration should
be given to the number of ‘pixels on target’ when attempting
to categorise the level of detail required in the image. It is also
important to examine the recorded picture quality to ensure that
the picture quality is not reduced due to the image compression
technology.

Kﬁﬁ'ﬁ:‘—

Monitor
Mot less than 5%R

Detect
Mot less then 10%R

Identification
Mot less than 120%R

Recognition
Mot less than S0%6R

THIS GUIDELINE OF RECOMMENDED STANDARDS FOR
CCTV SYSTEMS FOR BUILDINGS HAS BEEN JOINTLY
PRODUCED BY HOMEFRONT SECURITY DIVISION AND
SINGAPORE POLICE FORCE OF THE MINISTRY OF HOME
AFFAIRS, SINGAPORE.

877 REFERENCES

I, London Underground Limited - Station Surveillance
CCTV Standard (Reference No: 2-03086-004, version A3, dated
July 2005);

Il Video Surveillance System (V38) -
Interchanges (Version 3.0, dated July 2008};

Standard For Bus
. Video Surveillance System (V8S) - Standard For Mass
Rapid Transit (MRT) Stations (Version 3.0, dated July 2008},

IV, Building a Building Security Code (BSC) Framework in
Singapore (Version 7.0, dated 18 Aug 20086},

V. CCTV Cameras Standards for Police Establishments
{Version; 3.0, dated 22 Dec 20086),

VI Draft for Public Australian Comment Standard - AS
4808.1 Closed Circuit Television, Management & Operation Code
of Practice (dated 18 Sep 2005);

VIl CCTV Operational Requirements Manual - Home Office
Scientific Development Branch (Version 4.0, dated Jan 2007).
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SECURITY LIGHTING FOR CCTV
SYSTEMS
This seclion discusses lhe

for security systems including CCTV.
considerations, please see Seclion 5.7.

g8

lighting requirements
or general lighting

INTRODUCTION

Sufficient lighting is necessary for people to see and be
seen. From a security point of view, lighting that is strategically
placed can increase lhe effecliveness of CCTV syslems and
guard work while reducing the chance of criminal acts occurring
in the illuminated area. The basic level of lighting should allow the
security deployment (CCTV and guards) to identify a human face
from a distance of about 10 metres.

If the area is intended to be used during the hours of
darkness, the lighting system should provide adequate visibility
for the intended night time operation. Pedestrian walkways, back
lanes and access routes open to public areas should have a basic
level of lighling. Insel spaces, signs, entrances and exils should
be adeguately lit so that CCTV coverage would provide a clear
picture.

Security lighting is employed in order to increase the
visibility around penmeler lines, buildings, and sensilive localions.
It is a security management tool that i1s applicable in almast all
environments within an urban development. Proper lighting
can greatly improve the combined operation of other security
systems, H:)arr.icularly CCTV and other surveillance measures,
and therefore it must be designed lo compliment these syslems.

TERMS AND DEFINITIONS

8.8.2

Continuous lighting Continuows lighting is the mast commanty used form of
secudity lighting systems. These systems consist of a senes of
fixed light sources that are configured fo light up a specified
e on a confinuous basis. The light sources are usualy
configured lo creale averlapping cones of light during the
hours of darkness. There ane two primary types of continuous.

lighting:

Glarg Profection. This type of lighling is usetul when the
desired affect = a glare of ights directed toward the exeror of
& facility and Into the eyes of a potential intruder. The lighting
used al vehicl: entrances i 8 good examgle. A vehice that
approaches a vehicka entrance during night time i luminatsd,
but the guard post remains in relative darkness.

Controfied Lighting. This lighting is used most often af
Incations where it is necesaary 1o limit the width of the kghted
sirip outside the pedmater fence because of nearby residenbal
ares, public horoughfares, or other activily centres, VWhen
applying conirolied lighting, the widh of the lighténed stip can
be controfied and amanged a3 required. For instance, one
possible configuration might be a wide band of #iumination
inside the fence and a narmower band on the exterior of the
fence

Standhby Lighting Standby Bghting systems are similar to continuous lighting
systems and have o mest the same security lighting
specibications. The dilterence is that standby lighting is only
usad in cartain circumstances. For example, when a possible
intruder is delected, the secwity system or guard foroe can
activirte: the standby ighting system for extea llumination
Standby Bghting differs from the continuous lighting in that
onily securily pevsonnel or e securily syster soltware have
conlrol aver lhe systern

Portable Lighting Thesa lighting sysiems are made out of manually operated
porable light sources and luminaries such as searchlights.
These systems can be moved as needed lo cover specific
ansns, Moveable lghts are nommaly used fo supplement

contnuous oF standby Systems.

Emergency Lighting This lighting systam may to deployed skle by side with any of
thet other three systems. L is only used dwing periods of main
powier failure. While, when possible, saeurity lighting should

be connecied 10 an unintermuptitle power syslem, emargency
lighting should degiend on a separate, allerniles power source,

such as portable QENErAION of hatienies,

STANDAR

Ihe recommended standards are based on the US DO1
standards FTA-TRI-MA-267085-05 and DOT-VNTSC-FTA-05-02.
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Tabile 17; Muminance Specification

. i Foot-
Lighting Target Hiuminance LT3 oy
LARGE OPEM AREAS (Standard Average minimum llumi 2 02
System)
Absolute minimum 0.5 0.08

LARGE OPEN AREAS (Glare Average minimum lluminence 2 0.2
i Absclute minimum Suminance 05 005
SURVEILLAMCE OF CONFINED Average minimum iluminance 5 05
{low celling / interior) AREAS s = = 1 o1
SURVEILLANCE OF VEHICLE OR | Average minimum illuminance 10 1
PEDESTRIANMENTRANCES Absciute minimurn Buminance 25 0.25
CCTV SURVEILLANGE Warkes with individual systems (Consull CCTV manufacturer)

JRITY LIGHTING
I Lights located in vulnerable locations should be protected

against vandalism by means of vandal resistant materials and
design.

DESIGN OF

1. Lighling design should lake inlo accounl lhe varous
current and future obstructions that may cause light to be blocked
{e.g. various types of vegetation, such as trees).

111 Design proposals should take into account the possibility
of night time outdoor activites and should specify the type,
location and intensity of the various lighting elements that will be
inslalled.

IV, Lighting should be equally spread out, reducing contrast
between shadows and lighlened areas. Il is recommended lo
use more fixiures with lower wallage rather than fewer fixlures
with higher wattage. This will help reduce the creation of deep
shadows and will help avoid excessive glare.

V. Where possible, lighling fixlures should be localed at
heights that enable easy maintenance and replacement.

VI The lighting plan should locate areas that may be
shadowed and light them up.

Vil Lighting at manned entrances must be adeguate to
idenlify persons, examine credenlials, inspecl vehicles enlering
or deparfing the facility premises through designated control
points {vehicle interiors should be clearly lighted), and prevent
anyone from entering unobserved into the premises.

VIl Ihe lighting illuminaling the building's entrance should
allow for person identification during hours of darkness and
exlreme environmenlal condilions {(g.g. heavy downpour).

IX. Security posts at entrance points should have a reduced
level of interior lighting to enable the security guards to see his
surroundings while minimising lhe adversary's abilily lo look
inside the posts.

X The controls of the lighting systems should be positioned
in a secured area, preferably in lhe securily control room.

Xl Lighting should be continuous and should be sufficient to
support the CCTV coverage.

X Cones of illumination should overlap to provide coverage
in the event of bulb burnout.

X, Lighting should be aranged so as lo creale minimal
shadows and minimal glare.

XV Lighting should be turmed on autormalically by dock or
pholoelectric cell.



" 4 —

EXAMPLE

Figure 134: An image taken from CCTV showing optimal lighting (left), alare caused by too
much light (middle) and a shadow caused by insufficient lighting (right)
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2.3 IDENTIFYING INTEGRATION
OPPORTUNITIES FOR INCREMENTAL
BUILDING PROTECTION

ypical maintenance and capital improvement projects in
commercial buildings fall into two categories:

O Maintenance and capital improvements that are common to all
four types of commercial buildings—office, retail, and multifamily
apartment buildings, and hotels.

0 Maintenance and capital improvements specific and unique to each of
the four types of commercial buildings.

These categories may also vary by building classification (A, B, or C). The

following categorizations of maintenance and capital improvements are

typical and reflect groupings of building elements, administrative and

funding categories, tenant versus public spaces, or other parameters.

Owners can substitute their own categories.

Common categories of maintenance and capital improvement projects:
1. Roofing maintenance and repair/reroofing

Exterior wall and window maintenance/facade modernization

Fire and life safety improvements

Public area modernization (Retail: mall public areas; Hotels:
public and service areas)

5. Underfloor and basement maintenance and repair

6. HVAC upgrade and energy conservation

7. Hazardous materials abatement

8. Landscaping and site work
Occupancy-specific categories of maintenance and capital improvement
projects:
Office Buildings:

1. New technology accommodations

2. Tenant alterations and improvements
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Retail Buildings:

1. Retail area modernization

Multifarmly Apartment Buildings:

1. Kitchen and bathroom modernization

Hotels and Motels:

1. Guestroom finishing, furniture, and equipment (FF&E)
2. Public area FF&E

Both of these respective categories are used as the horizontal axes of the
integration matrices presented on the following pages.

How to Use the Matrices

In order to identify integration opportunities, a building owner should
follow these three steps:

1. Identify the column of the planned maintenance or capital
improvement.

2. Identfy the physical increments of building protection with a
corresponding check mark in the column.

3. Consider integration of the physical increments with the planned
maintenance or capital improvement activities.



Matrix 1: Integration Opporiunifies for Common Categories
of Maintenance and Capital Improvement Projects

1.Site

Fids =

1.1 Increased standoff distance (3.3)

1.2 Anti-ram vehicle barriers (3.3)

1.3 Speed calming devices (3.3)

1.4 Operable barriers (3.3)

1.5 Security lighting {5.8)

1.6 Detection & assessment 1.6.1 Exterior intrusion detection systems {5.2.1)

medsures 1.6.2 Access control systems (5.2.4)

1.7 Interdidion/response 1.7.1 Guard force — detection/delay role (5.3.1)

<[g s e[ ]|=||x]

measures

ATk

2.1 Bracing or reinforcing masonry walls at interior stairs {3.5)

2.2 Restraint of hazardous materials containers {3.5)

2.3 Architectural isolation of lobby, mailroom, cloakroom, & loading docks {4.3.2)

24 Architectural measures fo isolate mechanical spaces that require large volumes of
outside air (4.4.3.2)

LININ[S

2.5 Vestibules or revolving doors for highly protected zones (4.3.5, 4.3.6)

<

2.6 Vestibules or revolving doors for protected zones (4.3.7)

5

2.7 Access control systems (5.2.4)

<

3. Structural Systoms (3.6)

3.1 Upgrading the strudure 1o make it more duciile

%

3.2 Upgrading spandrel beams to achieve catenary response

3.3 Upgrading slabs to achieve catenary response

3.4 Standoff distance around vulnerable columns (3.6.1)

3.5 Localized hardening of vulnerable columns (3.6.1)

3.6 Floor slab upload resistance (3.6.2)

L B W

Hote: The references in parentheses refer to the applicable discussions in Chapters 3, 4, and 5.
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Matrix 1: Integration Opportunities for Common Categories
of Maintenance and Capital Impravement Projects (continued)

3.7 Load-bearing URM' (3.6.3)

3.7.1 Shotcrete

3.7.2 Steel sections

3.7.3 Stiffened steel-plate wall system

3.7 4 Reinfording

RININ S

IR S

SISISS
RI%IR|S

SININIS

3.8 Transfer girder retrofit (3.6.4)

SISISINS

4. Building Envelope

4.1 Glazing

4.1.1 Fragment retention film (3.4.2)

4.1.2 Laminated glass {3.4.3)

e

4.1.3 Blost curtains (3.4.4)

4.1.4 Glazing catch cable/bar (3.4.5)

4.1.5 Energy absorbing cable systems (3.4.6)

4.2URM (34.7)

4.2.1 Sprayed-on polymer

4.2.2 Geotextile fabric

4.2.3 Steel stud and sheetmetal construdtion

RISININ[SN]N ]S

bW ol o ol B

RO B S ]

4.3 Other building envelope
retrofits

4.3.1 Bracing parapets, gables, ornamentation, &
appendages (3.4.8)

4.3.2 Clodding anchorage (3.4.1)

4.3.3 Anchorage of masonry veneer {3.4.8)

4.3.4 Anchorage of steel stud backup (3.4.8)

4.3.5 Anchorage of exterior wythe in cavity walls
(348)

%SNS

4.3.6 Debris catch systems for facade elements
{3.4.8)

4.3.7 Increasing the roof’s resistance to blast (3.6}

4.3.8 Upgrading connections of light metal deck roofs
to structure (3.6)

(4.33)

4.4 Secling measures to fighten the envelope of the building and selected safe rooms

Hote: The references in parentheses refer fo the applicable discussions in Chapters 3, 4, and 5.

1. URM = unreinforced masenry
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Malrix 1: Integration Opportunifies for Common Categories
of Maintenance and Capital Improvement Projects {confinued)
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Exterior wall & window work

Maintenance and
Capital Improvement Projects

Fire & life safety improvements

Public area modernization

Underfloor & basement work

HVAC upgrade & energy work

Hazardous material abatement

Fids =

s

5. Utility Systems
5.1 Light, secure, and monitor water service access points {5.8) v v v
5.2 Intrusion defection sensors for all ufility services to the building (5.8) v v v v
5.3 Redundant utility systems to support security, life safety, and rescue functions v v
5.4 Attachment and bracing of 1anks (3.5) v v | v | v v
6. Mechanical Systems (HVAC)
6.1 Fastening and bracing of mechanical equipment above ceilings (3.5) v |V v | v
6.2 Attachment and bracing of boilers and chillers (3.5) v
6.3 Enhanced physical security | 6.3.1 Secure air intakes against unauthorized access | ¢ | ¢ v v
4422 {5.8.1)

6.3.2 Secure mechanical rooms & HVAC plenums v v

against unauthorized access
6.4 Enhanced sheltering in 6.4.1 Single-switch confrol of fans for sheltering and v
place (4.4.3.2) purging

6.4.2 Automatic dampers for outside air intakes and v v

exhaust fans

6.4.3 Separale fans & air streams for ventilation and v

recirculation for conditioning safe rooms

6.4.4 Recirculation filter units in safe rooms v | v v
6.5 Aerosol filiration, medium | 6.5.1 Sealing filter frames to minimize bypass v
level (4.4.4.2) 6.5.2 Installation of filters of greater depth/surface v

area & higher MERVZ rating

6.5.3 Operating at posifive intenal pressures v
6.6 Gas-phase filiration, 6.6.1 Indoor-air-quality fype, low resistance adsorbers v
mediom level (4.4.5.2) 6.6.2 Operating at posifive intenal pressures v
6.7 Aerosol filiration, high 6.7.1 Installation of ventilation/makeup-air units with v
level (4.4.6.2) HEPA? filtration

6.7.2 Operating at posifive internal pressures v

Note: The references in parentheses refer to the applicable discussions in Chapters 3, 4, and 5.

2. MERY = Minimum Efficiency Reperting Value
4. HEPA = High Efficiency Particulote Air
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Matrix 1: Integration Opportunifies for Common Categories
of Maintenance and Capital Improvement Projects (confinued)

parad
andscaping

azardo

6.8 Gos-phase filiration, high | 6.8.1 Ventilation/makeup-air units with high v
level (4.4.7.2) efficiency adsorbers & HEPA filiration
6.8.2 Operating ot posifive internal pressures v
6.9 Secure and monitor exterior mechanical spaces and equipment (5.8) v v
6'] 0 Secure and monitor inferior HVAC access pninls (5.8) v v

B.l Alludumm and bmrmg of emergency lighting (3.5) v

l/ v |V
8.2 Fustening and bracing of electrical equipment above ceilings (3.5) v | v v |V
8.3 Attachment and bracing of transformers (3.5) v v | v v
84 Ilatlunml and lzmtin of generators (3.5) | v | v | v v

10.1 I’ubic address s_yslo to achieve rapid implementation of emergency actions v | v v
{443.2)

121 Exiriornusion detection systons (S.21) v

. -

12.2 Interior intrusion detection systems (5.2.2) v iv| iv|v

12.3 CCTV* systems {5.2.3) VIivIivIiv IV v v v
v v v

12.4 Duress alarms (5.2.6) L | ]

Note: The references in pmlheses refer to the applicable discussions in Chapters 3, 4, and 5.

4. CCTV = closed dircuit television
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Matrix 2: Integration Opportunities for Occupancy-Specific Categories
of Maintenance and Capital Improvement Projects

Fids =

Maintenance and Capital Improvement Projects

o
g s| €3
£| /25| S% |8 |3
2|23 | 82| £=2 |3E|2E
1. Site
2. Architectural
2.1 Bracing or reinforcing masonry walls af interior stairs (3.5) |
2.2 Restraint of hazardous materials containers (3.5) v v v v
2.3 Architectural isolation of lobby, mailroom, cloakroom, & loading dacks
{4.3.2)
2.4 Architectural measures to isolate mechanical spaces that require large
volumes of outside air (4.4.3.2)
2.5 Vestibules or revolving doors for highly protected zones (4.3.5, 4.3.6) v
2.6 Vestibules or revolving doors for protected zones (4.3.7) v
2.7 Access control systems {5.2.4) v
3. Structural Systems
3.1 Upgrading the structure to make it more ductle | o | @ v v | v
3.2 Upgrading spandrel beans 1o achieve catenary response (3.6.2
3.3 Upgrading slabs fo achieve catenary response (3.6.2) v v v | v
3.4 Standoff distance around vulnerable columns {3.6.1) v v
3.5 Localized hardening of vulnerable columns {3.6.1) v v
3.6 Floor slab upload resistance (3.6.2) v v v v
3.7 Load-bearing URM 3.7.1 Shotcrete v v v v v | v
(3.6.3) 3.7.2 Steel sections v v v v v v
3.7.3 Stiffened steel-plate wall system v v v v v v
3.7.4 Reinfordng v v v v v v
3.8 Transfer girder retrofit (3.6.4)
4. Building Envelope
4.1 Glazing 4.1.1 Fragment retention film (3.4.2) v v o |
4.1.2 Laminated glass (3.4.3) v v v | v
4.1.3 Blost curtains (3.4.4) v v v v
4.1.4 Glazing calch cable/bar (3.4.5) v v v v
4.1.5 Energy absorbing cable systems v v v | ¢
{34.6)

Note: The references in parentheses refer to the applicable discussions in Chapters 3, 4, and 5.

123



FEMEAL 2P FREZFRPEN L]

Matrix 2: Integration Opportunities for Occupancy-Specific Calegories
of Maintenance and Capital Improvement Projects {confinued)

OFFIE  RETAIL  APARTMENT

HOTEL

4.2URM (3.4.7) 4.2.1 Sprayed-on polymer v v v
4.2.2 Geotextile fabric v v v
4.2.3 Steel stud and sheetmetal v v v
construction
4.3 Other building envelope | 4.3.1 Bradng parapets, gables,
retrofits omamentation and appendages (3.4.8) L
4.3.2 Cladding anchorage (3.4.1)
4.3.3 Anchorage of masonry veneer
{34.8)
4.3.4 Anchorage of steel stud backup v v v
(34.8)
4.3.5 Anchorage of exterior wythe in
cavity walls (3.4.8)
4.3.6 Debris catch systems for fagade v v v
elements (3.4.8)
4.3.7 Increasing the roofs resistance fo
blast {3.6)
4.3.8 Upgrading conneciions of light metal
deck roofs to structure (3.6)
4.5 Sealing measures to tighten the envelope of the building and selected v v v v
safe rooms {4.3.3)
5. Utility Systems
5.1 Light, secure, and monitor water service access points (5.8)
5.2 Intrusion detection sensors for all ulility services 1o the building (5.8)
5.3 Redundant utility systems to support security, life safety, and rescue v
functions
5.4 Attachment and bracing of tanks (3.5)
6. Mechanical Systems (HVACQ)
6.1 Fastening and bracing of mechanical equipment above ceilings (3.5) v v v v
6.2 Attachment and bracing of boilers and chillers (3.5)
6.3 Enhanced physical 6.3.1 Sewre air infokes against
security (4.4.2.2) unauthorized access (5.8.1)
6.3.2 Secure mechanical rooms & HVAC 4
plenums against unauthorized access.

Note: The references in parentheses refer to the applicable discussions in Chapters 3, 4, and 5.
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Matrix 2: Integration Opportunities for Occupancy-Specific Categories
of Maintenance and Capital Improvement Projects {confinued)

OFFICE RETAIL = APARTMENT HOTEL

6.4 Enhanced sheltering in | 6.4.1 Single-switch control of fans for
place (4.4.3.2) sheltering and purging

6.4.2 Automatic dampers for outside air
intakes and exhaust fans

6.4.3 Separate fans & air sireams
for ventilation and recirculation for
conditioning safe rooms

6.4.4 Redirculation filter units in safe v v v v
roons

6.5 Aerosol filtration, 6.5.1 Sealing filter frames fo minimize
medium level {4.4.4.2) bypass

6.5.2 Installation of filters of greater
depth/surface area & higher MERV rating

6.5.3 Operating at positive infernal

pressures
6.6 Gas-phase filiration, 6.6.1 Indoor-air-quality type, low
medium level (4.4.5.2) resistance adsorbers
6.6.2 Operating at positive internal
pressures
6.7 Aerosol filtration, high 6.7.1 Installation of ventilation/makeup-
level {4.4.6.2) air units with HEPA filtration
6.7.2 Operating af positive infernal
pressures
6.8 Gas-phase filiration, high | 6.8.1 Ventilation/makeup-air units with
level (4.4.7.2) high efficiency adsorbers & HEPA filiration
6.8.2 Operating at positive infernal
pressures

6.9 Secure and monitor exterior mechanical spaces and equipment (5.8}

6.10 Secure and monitor inferior HVAC access points (5.8} v v v

7. Plumbing & Gas Systems

7.1 Attachment and bracing of sprinkler piping (3.5) | v I v | v | v | v | v
8. Electrical Systems

8.1 Attachment and bracing of emergency lighting {3.5) v v v
8.2 Fustening and bracing of electrical equipment above ceilings {3.5) v v v v v v

8.3 Atachment and bracing of transformers
8.4 Attachment and bracing of emergency generators

Hote: The references in parentheses refer to the applicable discussions in Chapters 3, 4, and 5.
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Maintenance and Capital Improvement Projects

 OFFIE  RETAIL  APARTMENT  HOTEL

Matrix 2: Integration Opportunities for Occupancy-Specific Categories
of Maintenance and Capital Improvement Projects {continued)

= = = ¢
3 0| g% £ 2 E =
| _E|EE| <& |s5 |2
= |25 | 2= £= S| Sk
9. Fire Alarm System
10. Communications and IT Systems
10.1 Public address system to achieve rapid implementation of emergency | o v
aclions {4.4.3.2)
11. Equipment Operations & Maintenance
12 Socmily Systoms
12.1 Exterior intrusion detection systems (5.2.1) v
12.2 Interior intrusion c_lelg;liun sysbems_ﬁ.?.?l__ J 74 v v _ v
]23([“‘ systems{523} T . v v . v v v
124 Duress alarms {5.2.6) v v ¥ | | v
13, Security Master Plan

Note: The references in parentheses refer to the applicable discussions in Chapters 3, 4, and 5.

L kiR : Federal Emergency Management Agency (U.S.)
Incremental Protection for Existing Commercial Buildings From
Terrorist Attack: Providing Protection to People and Buildings:

Providing Protection to People and Buildings > 2008
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