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Admindstration of Barack Oboma, 2015

Executive Order 13691—Promating Private Sector Cybersecurity Information
Sharing

February 13, 2015

By the suthority vested in me as President by the Constitution wnd the liws of the United
States of America, it is hereby cedered as follows:

Section 1. Policy. Tn arder to sddress cyber thevats o public bealth and safety, nationsd
security, and ecanomic security of the United States, private companies, nonprofit
oegankzations, esecuthve departments sd agencies (ggencies), and other entities must be sble
o sheare information rebated to cyborsecurity risks snd incideots and cdllsborate to respond in
s clase o real time as possible.

Organizaticns engagnd in the shartag of information related to cybeesecurity risks snd
incidents pliy s snabuable rolo in the collective cyberyocurity of the United States. The
ptar:nu- af er m\irf Is t 0 nxmngr the vobuntary formation of such angantzations, to establih

mipeune: the capabilities and Functions of these anganizstions, and ta
bottor allow nhcu a vpmlmmns to partner with the Federal Government on & vokuntary basis,

Such information sharing must be conducted in 2 manner that peotects the peivacy and
vl liberties of individusk, that preserves business confidontiality, that safogwirds the
imformatiom bedng shared, and that protects the ability of the Covernment to detect,
Investigate, peevent, und respond to cyber threats to the pablic health and safety, natioas]
socurity, sl ecanamic socarity of the Usitod States.

Thés oeder builds upon the foundation established by Exccutive Order 13636 of February
12, 2013 (Improviag Critical Infrsstructure Cybeesecurity), and Presidential Policy Disective
21 (PPD-21) of February 12, 2013 (Critical Infrastructure Security and Resilience).

Policy coardination, gusdance, dispute resolution, and periodic in-peogress reviews for the
functians and programs: d irnm)r d sl ssxiggned hereins shall be provided theough the

process established in P d Policy Directive-1 (PPD-1) of Fobraary 13,
2008 (Organizatice of the ‘\u.nml\uuﬁh Council System), or any successor.

e Sec. 2. Information Sharing ond Analysis Organtzations. (a) The Secretary of Homeland
XERRERERR 20154 2 A 13 BEEFE 13691 MITHAS Socwty (Bony)al gy cimags e rliysment md Kuinatior o ok suicn
— NMEERN L PR TREERT , ERBEISA0 B4 + (b) ISAOs may be ongankees] om the basis of sector, subssector, reglon, o any ather

alinity, bncluding in response to particulsr emerging threats o valsesshilities. ISAO

REAFLBAZHEFNERET2EBERT - (Source: US. sl i e gt v Nesi SN D

peablic and private sector arganizations. ISAOs may be formed as for-profit or noapeofi

Government Publishing Office, https:/fwww.govinfo.gov/content/pkg/DCPD- "“““‘n e i o e
201500098/pdf/DCPD-201500098.pdf ) establihod .m_‘u r:ﬂ.nmbx _m“:ln mchund Sccry At ot 202 x'i:\;r dull
engage in wd inchasive with 1SAOx on the sharing

related to oy urity risks and incidents, addressing such risks and mcidents,
and strengthening mlb!wmm systems cansistent with sections 212 snd 228 of the Act
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BB BRI TS E EH I B R TBEAR R (Schema)
STIX TAXII CybOX

o {EEEEE (Package) o EHIRTE o HIMEBERIITANESY «
oSy ® XML Web Service F 7% BiEE
o IRHLIRE M E R SR {EAZIRIEERIERE

RiHMEEIEE

B 1 RifEEmEEEEl
~ + STIX

STIX#: & - BL £ TR FRE SHEFT - ¥ 00 ~ EP i frB R e
P F o % PpE R (Extensible Markup Language, XML) #:V:i&F35 » Q3 4EFF
r—g BRenw jagfd > QAR P REEEE - PRy 3 2B n BB
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% (0Office of Cybersecurity and Communications) »

mm%ffn@ﬂﬁ%’ﬁ%%?@ﬁ%ﬁ\ AR EA o P E AR E 2IUET
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=~ (National Cybersecurity and Communications Integration Center) % # W& %% T ER%)
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Package STIX Header | Title | [{§s1Em)
Exploit_Targets | Exploit Target | Vulnerability | Affected Software | Affected Software |- Observable | Description |

Incidents  f—  Incident @id | [szme) (wETa)
(BHEE/BEER)

e incident_Di (RRm)

]I ncident_Discovery
[ Categories || Category | [WfemmE) (AR

—{ Reporter H Identity H Name I [RmE)

—I Impact_Assessment H Impact_Qualifiation ] [EWES)

H Leveraged _1TPs | Leveraged TP |— TP }  Desciption | (€
{ coaTaken | Course Of Action | Description | [l b/RRRME)

H  Related Incidents | Related Incident | Incident @id |
R ]

@timestamp

—I Information_Source H References | [#%8E)

[RiERM)
—I Related_Observables H Related_Observable H Observable H Object Ll
'1 Properties ArtifactObj | [RifE)
Source_Socket_Address IP_Address HJddless_Velue J [REFP)

Port H Port_Value I [RifiE)

Destination_Socket_Address IP_Address H Address_Value I [B#%IP)
Port H Port_Value l (EmiE)

Property H Value ] [51%) [(RAEZE)
[BHER]

—[ Confidence H Value ] [RERE]

-{ Contact H Identity H Specification I-I [ A )

PartyName H OrganisationNames H NameElement H Value I

ContactNumbers H ContactNumber HContadNumberEIememH Value ]

ElectronicAddressidentifiers H ElectronicAddressidentifier }—[ Value ]

STIX B2 —BEJFELGRLES - ARAE BN SRSESMCERESER ERERERER
ERBEARHE BASTXHHEERARN - (HRXRE THRAREEZS S  hipssiicsteygov.iw/
Page/7CBD7E79D558047C/74feb851-7f16-4e72-925e-3a041d898ce3 )
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