111 2B Foct 38 st il o

2022 Government Procurement for
System Expansion and Maintenance of NLSC's

Administrative Support System

1 iFRgRE (B 1K)
Final Report

- NLSC-111-20
TR N < 493 IR IS

S AT




®E
SR F R B R TR EAIIRG RPN LR ST R
B ARG AEITE LR AN PR VAT F s B
P QAR haE 2 A B Fro
*Eﬁlﬁﬁﬂfﬁrﬁt@iﬁAﬂﬁﬂﬂjfﬁﬂ#iiiﬁﬁﬁﬁj
% F#&.J_E‘f _%_»]VJ— ﬁrbmﬁ"‘v\y%%pmﬁu&@ij&,j‘sffw‘ -&r'rf—‘r
J’z%‘&—@»@g—rﬁx\z\,ﬁﬁ FHTR T e, 2 T Pfﬂj@
o EHA e B FEE 2P MR LM E R HRES I I
—ri\" T LHEz2 F‘\Tf“'—r?‘J Fav Uk BER Ko J‘l&ﬁaé‘,ﬁ&}?ﬁg* @ £ ¢}
PRAAE T L 2pd s & R, 2973 5P - BRI AEATEH - § r&w
ufgﬁs
S A
BMaET @ B R B T PR - Y E s B - §

2, P %, P L e _ g 2% sk 12 g% 3 s 22 )R 22k g A % P
S8 ‘wu.‘ﬁ@j‘ S S = H & N fs Su— plE M EEs T 0 1Y ];Ev'-“?ﬁ_b,‘r}i S SLZ

Abstract

In order to improve NLSC’s Administrative Support System with integrating more
professional website development technique and information management technical
service, this project will expand new function for necessary needs, to improve system
information security, user friendly, and administrative efficiency of government
agencies.

This year we included integrating the functions of the old world wide web,
strengthening information security control measures, and enhancing the security of
single sign-on on our goals.

The integration part is to integrate the old functions into this system, such as
Software, Form and Data Downloads, Notification of E-News Production, Online
Application for Software Authorization etc.

Strengthening information security control measures is mainly to incorporate the file
integrity verification mechanism into the "software form and data downloads" functions
to prevent malicious tampering, and to cooperate with the agency in handling the
requirements for information security control measures for outsourced service cases.

Last was to re-modify the single sign-on verification system, so that other systems
can perform a unified login action through this system, to ensure the login security of all
systems was on the same standard.

Keyword: professional website development, information management technical service,

performance inspection, SSO (Single Sign-on)
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@ QUCI|\|'5, Express

Scan Results
February 07, 2022

Report Summary

Usar Name: Chang Sin Ho

Login Mame: ceeradcs

Carmpany: CELERAISE TECHNOLOGY CORPORATION
User Role: Manager

Address: Rm. 1, 4F., No. 61, Sec. 2, Gongyi Rd., Nantun Dist., Taichung City 408, Taiwan
Zip: 420

Caountry: Uinited States of America

Created: 02/07/2022 at 01:58:02 PM (GMT+0800)
Launch Date: 02/07/2022 at 11:40:48 AM (GMT+0B00)
Active Hosts: 2

Total Hosts: 2

Type: On demand

Stalus: Finiched

Referance: scan/1644205248.35808

Seannar Appliances: NLSC3 (Scanner 12.8.22-1, Vulnerability Signatures 2.5.395-2)
Duration: 01:53:33

Title: Member - 20220207

Assel Groups:

IPs: 192.168.0.88

Excluded IPs:

FODNs: membernlsc.gov.bw

Dptions Profile: Initial Options

Summary of Vulnerabilities

Vulnerabilities Total [ = | B

by Severity
Sevarity Confirmad Polential Infarmation Gatherad Total
5 [u] 1] 0 o
4 1] 0 o
3 2 1] 2 4
2 4 1] 5 a
1 ] 38 39
Total T [1] 45 52
5 Biggest Categaries
Category Confirmed Potential Information Gathered Total
Information gathering 1] o 16 16
General remole sarvices 2 ] 8 10
Web server 1 ] T 8
CGl 4 o 4 8
TCRIP 0 ] [} [
Total T 0 41 48

338LIE P
1. (¥ )Birthday attacks against TLS ciphers with 64bit block size vulnerability
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Q@rumELame
(Sweet32)
(¥ )Web Server Uses Plain-Text Form Based Authentication
()HTTP Security Header Not Detected
(™ )Session Cookie Does Not Contain the "Secure" Attribute
()HTTP Security Header Not Detected
()Session Cookie Does Not Contain the "Secure" Attribute
()Secure Sockets Layer/Transport Layer Security (SSL/TLS) Server

N o o bk oD

Supports Transport Layer Security (TLSv1.1)
£ 2 2

A= 33 8BETE P % L2k T_TLS1.2/SSL3.0 7 @ * 2_4r B & 44| o
JFL Rl LR

FBWATHEL R 5= M IS Crypto 3.2 3% T_ 5 se2 0 & * Bk &
4%+4c DES, 3DES, IDEA & RC2 (6% 2 % 24 PiE{T44F > w4 1 Mh '&

(P R*%JE P e 10 B1iFx pggmx ), {5 kP @& Web.config 4p B

KT L CBETAFFE AR G -

F-XHFLEFAHAL RS

February 24, 2022

User Name: Chang Sin Ho

Login Name: ceeralcs

Company: CELERAISE TECHNOLOGY CORPORATION
User Role: Manager

Address: Rm. 1, 4F., No. 81, Sec. 2, Gongyi Rd., Nantun Dist., Taichung City 408, Taman
Zip: 420

Country: United States of America

Created: 02/24/2022 at 11:34:47 AM (GMT=0800)
Launch Date: 0212412022 at 09:32:52 AM (GMT+0800)
Active Hosts: 2

Total Hosts: 2

Type: On demand

Status: Finished

Reference: scan/1845668372.60044

Scanner NLSC3 128221, Sig! 25411-2)
Duration: 01:32:10

Title: Member - 20220224

Asset Groups: -

1Ps: 192.168.0.88

Excluded IPs: -

FQDNs: member.nisc.gov.tw

Options Profile: Initial Options

Summary of Vulnerabilities

Verabies o | e | IR
by Severnity

Severity Confirmed Potential Information Gathered Total

5

4
3
2
1

~oasocoo
280 woco

o0 o000
£
8RR o =-0o0

Total

5 Biggest Categories
Category Confirmed Potential Information Gathered Total
Information gathering 1]
General remote services
TCP/IP

CGl

Web server

Total

~-o =000

coooo

8anowon
o
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@ QUGWS. Express

Scan Results

March 01, 2022
User Name: Chang Sin Ho
Login Mame: ceeralcs
Company: CELERAISE TECHNOLOGY CORPORATION
User Role: Manager
Address: Rm. 1, 4F, No. 61, Sec. 2, Gongyi Rd., Nantun Dist, Taichung City 408, Taiwan
Zip: 420
Country: United States of America
Created: 03/01/2022 at 08:50:07 AM (GMT+0800)
Launch Date: 02/25/2022 at 05:41:51 PM (GMT+0800)
Active Hosts: 2
Total Hosts: 2
Type: On demand
Status: Finished
Reference: scan/1645782111 81088
Scanner Appliances: NLSC3 (Scanner 12.8.22-1, Vulnerability Signatures 2.5.412-3)
Duration: 01:32:34
Title: Membar- 20220225
Asset Groups: -
IPs: 192 168.0.88
Excluded IPs: -
FQDMNs: mamber nisc.gov.iw
Options Profile: Initial Options

Summary of Vulnerabilities

Tatal Security Risk (Awg)

Sewverity Confirmed Potential Information Gathered Total
5 0 1] 0 1]
4 0 1] [} V]
3 0 1] 0 1]
2 0 1] 5 5
1 0 1] 36 36
Total 0 1] 41 41
5 Biggest Categories

Category Confirmed Potential Information Gathered Total
Information gathering 1] i} 13 13
General remaote services 1] 1] 3
Web server [i] 1] B 6
TCPAP i} 1] B [
CGl i} Q 4 4
Total 0 1] 37 a7
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@ OUCIWS. Express

Scan Results
June 01, 2022

Report Summary

User Name: Chang Sin Ho

Login Mame: cearaics

Company: CELERAISE TECHNOLOGY CORPORATION
User Role: Manager

Addrass: Rm. 1, 4F., Mo. 61, Sec. 2, Gongyi Rd_, Nantun Dist| Taichung City 408, Taiwan
Zip: 420

Cauntry: United States of America

Created: 06/01/2022 at 03:58:08 PM (GMT+0800)
Launch Date: 06/01/2022 at 02:08:13 PM (GMT+0800)
Active Hosts: 2

Total Hosts: 2

Type: On demand

Status: Finished

Reference: scan/1654063693.88538

Scanner Appliances: NLSC3 (Scanner 12.10.24-1, Vulnerability Signatures 2.5.484-2)
Diuration: 01:34:30

Title: Member - 20220601

Asset Groups: -

IPs: 192 168.0.88

Excluded IPs: -

FQDMs: member.nisc.gov.iw

Options Profile: Initial Options

Summary of Vulnerabilities

Saverity Confirmed Patential Information Gathered Total
5 1] 1] 0 1]
4 1] Q 0 1]
3 i] Q 0 i]
2 1] 1] 10 10
il 1] [i] 70 70
Total V] 1] BO BO
5 Biggest Categories

Category Confirmed Patential Information Gathered Total
Information gathering 0 0 26 26
Genearal remote services 1] Q 14 14
Web server ] 4] 12 12
TCPRIP ] 0 12 12
CGl ] 4] 8 8
Total 1] 4] 72 72
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Scan Results

@ EE LR

October 06, 2022

Report Summary

User Name:
Login Name:
Company:
User Role:
Address:

Zip:

Country:
Created:
Launch Date:
Active Hosts:
Total Hosts:
Type:

Status:
Reference:
Scanner Appliances:
Duration:
Tithe:

Asset Groups:
IPs:

Excluded 1Ps:
FQDNs:
Options Profile:

Chang Sin Ho

ceeraics

CELERAISE TECHNOLOGY CORPORATION
Manager

Rm. 1, 4F., No. 61, Sec. 2, Gongyi Rd., Nantun Dist, Taichung City 408, Taiwan

420

United States of America

10/06/2022 at 05:13:01 PM (GMT+0800)
10/06/2022 at 03:30:04 PM (GMT+0800)
1

1

On demand

Finished

scan/1665041405.73249

MLEC3 (Scanner 12.11.33-1, Vulnerability Signatures 2.5.600-2)
01:28:59

Member - 20221006

All

10.140.0.88

Initial Options

Summary of Vulnerabilities

Vulnerabilities Total

Security Risk [Avg)

Severity Confirmed Potential Information Gathered Total
5 i] 1] [i] o
4 i] Q [} o
3 i] 1] [i] o
2 1 1] 2 3
1 i] [i] 27 27
Total 1 1] 29 30
5 Biggest Categories

Category Confirmed Potential Information Gathered Total
Information gathering 0 0 11 1
General remote services 0 [i] 7 7
Web server 0 0 4 4
TCPRIP 0 [i] 4 4
CGl 1 0 2 3
Total 1 0 28 29

3B P

(%) HTTP Security Header Not Detected

33 BEP &

A =X 33 BLIE P

TR

43

HTTP Header & >} % &_o
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@ OUUWS. Express

Scan Results
Qctober 24, 2022

Report Summary

User Name: Chang Sin Ho

Login Name: cearaics

Company: CELERAISE TECHNOLOGY CORPORATION
User Role: Managear

Address: Rm. 1, 4F,, No. 61, Sec. 2, Gongyi Rd., Nantun Dist, Taichung City 408, Taiwan
Zip: 420

Country: United States of America

Created: 10024/2022 at 04:31:36 PM (GMT +0800)
Launch Date: 10/24/2022 at 02:19:48 PM (GMT+0800)
Active Hosts: 1

Total Hosts: 1

Type: On demand

Status: Finished

Reference: scan/1666592388.42824

Scanner Appliances: NLSC3 (Scanner 12.12.36-1, Vulnerability Signatures 2.5.612-3)
Duration: 01:25:50

Title: Member - 20221024

Asset Groups: All

IPs: 10.140.0.88

Excluded IPs: -

FODMs: -

Options Profile: Initial Options

Summary of Vulnerabilities

Vulnerabilities Total Security Risk
Severity Confirmed Potential Infarmation Gathered Total
5 0 0 0 0
4 0 0 0 0
3 0 0 [} 0
2 0 0 2 2
1 0 0 28 28
Total 0 0 30 30
5 Biggest Categories
Category Confirmed Potential Information Gathered Total
Information gathering ] 0 1 1
Genaral remaote services ] 0 7 T
Web server ] 0 5 5
TCPIP ] 0 4 4
CGl ] 0 2 2
Total 0 0 29 29
FhoOMESBREL TREUN Z R o
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